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LACDMH New HEAT ApplicatiefProvider User Guide

Introduction

The Los Angeles County Department of Mental Health has upgraded its incident reporting system. This new version
will add additional functionality and many enhancements.

What is the LACDMH RSA AA SSLVPN Secure Site?

9 RSA=lIsan algorithm used by computers to encrypt and decrypt messages

 AA = Adaptive Authentication - provides two-factor authentication without using a token

9 SSL VPN = Secure Sockets Layer Private Network Virtual Private Network
Summary:the LACDMH RSA AA SSL\iPdN\secure site that allows Contract Providers to remotely access restricted
LACDMH network resources via a secure and authenticated connection by encrypting all traffic.

Requirement to Access the New HEAT Application

Provider MUST have access the LACDMH RSA AA SSLVPN secure site in order to use the new HEAT application to
submit and manage their tickets. For assistance accessing this secure site, refer to the attached
“RSAAARegi strati on Gu i ddcament fodndtiustians? ar t ner s 000"
Contact the DMH Help Desk if further assistance is needed at 213-351-1335.

Note: If you currently have access and use the SSLVPN site to access PRM, OMA, IS etc., then you are ready and you
just need to follow the instructions below on how to use the new HEAT application.
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Login to the New HEAT Application

1. Logintothe LACDMH RSABA | Link to the SSLVPN Site: https://dmh.sslvpn.lacounty.gov/dmh/contractor
SSLVPN secure site

Los Angeles County

2. Enter your credentials to the LA Mental Health SSLVPN

County SSLVPite
Note: The Username is your “C” ng:name |0000000 |
number
DMH l................| l
Password

If you have never logged in or forgotten your password, please refer to the
attached file “RSAAARegistrationGuide_TradingPartners_'0f4) instructions
on how to establish/reset your password

Contact the Help Desk at 213-351-1335 if you need further assistance.

3. You will be taken to the
LACDMHRSA AA SSLVPN LOS ANGELES COUNTY DEPARTMENT OF

sectre sitchome page = Mental Health

hope. recovery. wellbeing.

Welcome to the Secure Access SSL VPN, ccamacho.

web Bookmarks | |

4. Click on the DMH Heatlink lef DMH Heat |

5. Click on the “Accept Terms and
Conditiong button

Terms and Conditions

Show All v (record 1 of 1 searchrecords) €

Note: This is a one-time
message

X, Save

Terms and Conditions
DMH Information Systems Policy Notice

This application is the property of the County of Los Angeles and is provided for authorized use only. There is no expectation of privacy
in this application. Any or all uses or access of this application, including all of its data, may be monitored, interrupted, recorded, read,
copied, or captured and disclosed in any manner for any lawful or authorized purpose, including disciplinary or civil action and criminal
prosecution. Use or access of this application, authorized or unauthorized, constitutes consent to such monitoring, interception,
recording, reading, copying or capturing and disclosure. Unauthorized or improper use or access of this application may resultin
criminal, civil, and/or administrative action. By continuing to use or access this application, you agree to these terms.

«” Accept Terms and Conditions
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6. Click “Yes on the pop-up
message
You have 14 seconds to do so,
after that, the message
disappears.

7. You will be taken to the new
HEATapp login page

Note: if you have never logged
in to this HEATapp before, you
need to first click on the
“Forgot Password’ link to
reset your password — refer to
the How to Reset Your HEAT
App Password section

To login, enter your
credentials:

8. Username: (this is your C
number)

9. Password: (enter password

10. Click Login

If applicable, click on the Forgot
Password?o reset your
password

User will be presented with the
screen to a “Select Role”

11. Select the Self Service
(Contract Provider)ole

12. Click Submit

Terms and Conitions Acceptance [ 14 sec.]

o In order to use your naw role, you must log out and log back in. Do you wish to continue?

G v

The is the NEW HEAT application Login Screen

LOS ANGELES COUNTY
DEPARTMENT OF
MENTAL HEALTH

pe. recovery. wellbeing.

DMH Service Management

C000000

SO0 RNOONOY

Sign in with DMH-ADFS

[Forgot Password?]

Self Service (Contract Pravider)
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HEAT Application Home Page

You will be redirected to the HEAT Self-Service dashboard, where you can see the following:
{  Announcements I Top 5 Requests

T My Open Items I Top 5 Questions.

I Report Issue using Template
At the top you will see the links to Home My Items (which will show your Incident3, Knowledge CenterSearchand
More...- see screenshot below

\E C Y
Home - My ltems - Knowledge Center - Search  More... @ Yourname
WWH * | d : | alb 5 SelfSenvice (MH) @ tilp G

Need help? Search for in Al + Q
No records
More Announcements
& My Open ltems 2 [“7 Report an Issue using Template Go to the Knowledge Center
D Summary Progress Created on No records
11487 test EEE. 53020171
View All My ftems Report an lssue
[E] Top 5 Requests < [ Top 5 Questions
Employee Transfer No racords
Audio Conferencing Services
Employee Termination
More Services More FAQs
*** Warnings: 1 *100%
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How to Open an Incident

Click on the Report an Issudutton
(upper right-hand corner)

Fill in the form by selecting the applicable
choices

Note: the that Templatedrop down is
currently not available to use — please
disregard for now

Note: You will be able to include an
attachmentafter you save the Incident

Note: PHICANNOWBEincluded on Incident

Click on the Save Incidento submit your
ticket

A message would pop-up asking you to either
return to “My Items List or “View Created
Iltem”

Click on the View Created ltem

Note: Once you save a new Incidentyou will
receive an email notification with Incident
details

Your name (D g
il ‘SelfﬁemcefMH]

@ Help

Template

MNone v
Incident 1D: 107764
Status:

Logged

Service IBHIS v
System or App CLINICAL A
Category HOW TO v
Summary

How do | get access to the New HEAT App? Q

Description

We are a new provider and need access to HEAT

I & Save Inl:identl

Item creation completed

ltem has been created successfullyl

What do you want to do next?

Return to My ltems List { View Created ltem
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How to View Open Incidents

1. Onyour Home Paggclick on the desired
Incidentyou want to view/modify

2. Your Incidentinformation will display

= My Open items

D Summary Progress Created on
I 107765 HEAT Access m 11/16/2017 ..
107763 test | 11162017 ..

Incident ID: 107765

Status:
Logged
Urgency:
Medium
Summary:
HEAT Access
Description:
We are a new provider - need access to HEAT

Resolution:

Attachments:
None

Browse ...

A oetiiaitne Hintmeen
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How to Add an Attachment to an Open Incident

1. Onyour Home Paggclick on the desired . My Open items
Incidentyou want to add an attachment

1D Summary

107779 Cannot update provider

Incident1D: 107779

2. Your Incidentinfo will display Status:
Logged

Urgency:
Medium

Summary:
Cannot update provider

Description:
| cannot update a provider's discipline in PRM - get error message (see attachmen

4 >,

Resolution:

Attachments:
Mone

3. Click on the Browsebutton

Activity History:

4. Browse to your computer to attach desired 4 [  "LPAD + New HEAT Dacurmentetion + v G| [[Search New HEAT Bacument.. 5 |
f||e New folder = M @
¢ Favorites - Name - Date medified Type Siz|
B Desktop | Archive 11/26/2017 %12 AM  File folder
8 Downloads B providers Guide- New HEAT newest version 11-17-17.docx : Microsoft Word D...
%] Recent places 11/26/201710:49 ... Microsoft Word D..
18 This PC
= Desktop

[ Documents

& Downloads

W Music

=| Pictures

B Videos

58 CCamacho (W69

3 Shares (R v[<] ] [ >
Fi\ename:“ v| [N Files () v]

=1
5. Click Open
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6. The attachmentdisplays

7. Click on the Homeor the Back to My Items
Listbuttons go back to the home page

Attachments:
| # This is a test file.docx ||

LO% AMGBELES COUNTY

DEPARTMENT OF
\ MENTAL HEALTH

ape. recovery. waellbeing.

+ =

Back to My ltems List

Browse .
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How to Add Notes to an Open Incident

1. Onyour Home Paggclick on the desired
Incident on the My Open Itemswidget

2. Your Incidentinfo will display

3. Add desired Notes

4. Click on the Savebutton
5. You may also click on the Close Incidento
close the ticket

6. Added Noteswill be in blue font on your
Incident

&= My Open items

1D Summary

107779 Cannot update provider

Incident1D: 107779

Status:
Logged
Urgency:
Medium
Summary:
Cannot update provider
Description:
| cannot update a provider's discipline in PRM - get error message (see attachmen

< >,

Resolution:

New Notes:

MName: John Doe
NPI: 00000000000

H el e,

@4 Close Incident

Activity History:

1172672017 11:09 AM | forgot to include the providers info: Hame: John Doe
NP1 00000000000 IBHIS Staff 1D #: 000000

New HEAT User Guide for Contract Providers
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How to Reset Your HEAT Password

1. Logintothe LACDMH RSA AA
SSLVPN secure site

2. Enter your credentials to the
LACDMH RSA ABSLVPN
securesite

Note: The Username is your “C”
number

3. You will be taken to the
LACDMH RSA AA SSLVPN
secure sitehome page

4. Click on the DMH Heatlink

This is the HEATapp login page

5. Click on the Forgot Password

Link to the SSLVPN Site: https://dmh.sslvpn.lacounty.gov/dmh/contractor

Los Angeles County

Mental Health SSLVPN

DMH
Username

DMH
Password

000000 |

[cevvessesvevened] |

If you have never logged in or forgotten your password, please refer to the attached
fleA RSAAARegi strationGui de _ Torirstdictiong thdowttan e
establish/reset your password

Contact the Help Desk at 213-351-1335 if you need further assistance.

[ o
U

LOS ANGELES COUNTY DEPARTMENT OF

Mental Health

hope. recovery. wellbeing.

Welcome to the Secure Access SSL VPN, ccamacho.

Web Bookmarics |

i€ DMH Heat

DMH Service Management

User Name

Pas=word

Login

sign in with DMH-ADFS
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You may reset it by entering
either your C numberor with
your email address

6. Enter your C number

or

7. Enter your email address

8. Click Submit

9. Check your emailfora
temporary password

You may copy/paste this
Temp Password

IMPORTANT: if you copy the
password from the email, ensure
you only copy the “password” and
that no other spaces are copied as
the password may not work as it
will see those spaces as additional
characters

DMH Service Management

Password Recovery

C000000

Or

tester@dmbh.lacou nty.gov{ X

Return to login screen

From: DMHHEATSM

Sent: Sunday, November 26, 2017 9:26 AM

To: test@dmh.gov

Subject: HEAT Service Management Forget Password Help

Dear user,

We received your request for a password change. The following
temporary password has been assigned to you:

000000000000

This password can be used to log in one time only. When you log in
using your user name anil temporary password, please set a new
password.

Thank you,

System Administration Team
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10. Go back to the HEAT login page
and:

11. Enter your C number

12. Enter the Temp Password
Ensure you are entering the correct
password provided on the email
13. Click Login

You will be taken to the reset login

screen:

14. Enter the Temp Password

15. Enter New Password

16. RepeatNew Password

17. Click Submit

DMH Service Management

c000000

Sign in with DMH-ADFS

Forgot Password?

DMH Service Management

Reset Password

Subrmit

HEAT ApplicatioPASSWORRequirements

1. Passwords must have a minimum length of 8 characters and 32
maximum

2. Passwords must meet at least 3 out of the 4
below requirements:
a. Contain at least 1 English lower case letter (a through z)
b. Contain at least 1 English upper case letter (A through Z)
c. Contain at least 1 base 10 digit (O through 9)
d. Contain at least 1 non-alphabetic character (?, *, %, etc.)
not

3. Password shoul d

cont alemmd, he

New HEAT User Guide for Contract Providers
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18. You will be taken to the new
HEATapplication home page

last name, or username

4. After 5 unsuccessful consecutive logon attempts (e.g., incorrect
passwords) the userds account
Users must use the Forgot Password? link

+ | Home - My tems - Knowledge Center - Search  More... | @ VYourname @ rep o -
dln & self Service MH)
Reportanssue

Need relp? Serch for in Al . Q A
% Announcements 53
No records
Mere Amouncements
é My Open ltems = Reportan Issue using Template Go to the Knowledge Center [¥51

0 Summary Progess  Oreatedon No records

11487 fest mmmEm 0020171
View Al My lems Reportan scue
{E‘I Top 5Requests & (9 Top 5 Questions 2
Employee Transler Mo recocs
Audio Conferencing Servizes
Employee Teminaton
More Senvices Nore FAQs [

** Warnings: 1 0% v
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Knowledge Center

Knowledge Centeis a good source of
information for solving any IT and not-IT
County related issues that you might have.
The knowledge Centehas a search option to
search within all the listed categoriesjust on
category or a subcategory

.%)DC 4+ Home -

DMH

SEATAL meaL:

Search the Knowledge Base Articles

Filter By Category
All categories

[#] Accessibility

[#] Backup

[#] Desktop Hardware

[#] Desktop Phone

[+] Desktop Software

[#] Documentation

[#] Enterprise Software

[#] Mobile

[#] Network Hardware

[#] Network Software

Knowledge Center

More...

My ltems nowledge Center > Search

Sort by

Results per page 10 v
— How do | change MYLacounty.gov password?
w Ways to change and/or reset MYLacounty.gov password.

Type: Issue  User Rating: Keywords: change reset password |

[ PC v

Filter Your Results

User Rating ~
1 stars or better
2 stars or better
3 stars or better
4 stars or better
5 stars
Created in Ul During
Last 7 days
Last 30 days
Last 12 months
Older than 12 months

Filter By Knowledge Type v

Dineniment
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