Los Angeles County Department of Mental Health — Trading Partner Agreement (TPA) User Manual

B

.\'.a
MEHTAL HEALTH

Trading Partner Agreement (TPA)
Request Application - User Manual

Integrated Behavioral Health Information Systems (IBHIS) Project

Los Angeles County
Department of Mental Health

Chief Information Office Bureau
Project Management Division
Integration Section

Version 1.3

10/28/2013

2013 © Los Angeles County Department of Mental Health
All rights reserved. This document may be copied.



%DM% Los Angeles County — Department of Mental Health
S Integrated Behavioral Health Information System (IBHIS) Project
TPA Request Application — User Manual

DOCUMENT REVISION HISTORY

Version Release Date Revised by Comments/ Indicate Sections Revised
DRAFT 09/05/2013 _I?é\él‘:!llntegratlon Draft Version of User Manual
Release Version 1.0 09/16/2013 .I?ggrll Integration Release Version
Release Version 1.1 09/18/2013 DMH Integration Addltlon_ of IBHIS Enrollment Section and
Team other minor changes
DMH Integration Addition of IE10 compatibility release
Release Version 1.2 10/02/2013 Team & Addition of instructions under Digital Key
— Assignment Process
B.1. Changed location of TPA Request
Application Link under EDI Certification.
C.2. Addition of “Provider Connect” in EDI
. DMH Integration | transaction list for Network Providers.
Release Version 1.3 10/28/13 Team - Modified fields (Required / Optional)

- Modified Layout
- Updated screen shots
D.2. Added next steps

2013 © Los Angeles County Department of Mental Health
All rights reserved. This document may be copied.



Los Angeles County — Department of Mental Health
Integrated Behavioral Health Information System (IBHIS) Project
TPA Request Application — User Manual

Table of Contents

A, INTRODUCGTION ... .cetttittieiiitttt et e ettt e e e e e ettt e e e e e e s abebeteeeeeessaanbebaeeeeesaaasnsetaeeeessaanssbeeaeeesesannnrranes 3
R R U o o o 1Y 3
L O =T o V1= YOO PP PPRR 3

B.  IBHIS ENFOIMENT .ttt sttt et et e b e st st sttt et e b e e sbeesanesane e 3
B.1. Accessing the TPA Request APPliCation.........coicciiiiiiiiiie et enaree e 4

C.  TPAPROGCESS. ...ttt ettt et e e ettt e e e e e ettt e e e e e e e e aa bt et e e e e e e e aassbeeeeeeeesannnbbbaeeeeesanannnbeaaaeeaann 7
C.1. Login into the TPA Request APPlICAtioN ........uuiiiiiiii e e e e 7
(O A O = | {8 (=T o 18 =T Rt 11
C.3. SAVE/DIaft REQUEST.....ccviectiecteeetee et ettt ettt e ete e st e etreebeebeebe e beeebeesteeeteesaseeaseeabeenseebeenseenssenseesanes 15
O o Ll =T LU OO UPRUPRS 16
(O U] o o oV Y=Y [U = SRR 17
C.6. VieW Status Of @ REQUEST .....ceiii ittt e e e e e e e e e e e abrar e e e e e e seeanteaaeeeeaeeennnnes 18

D. DIGITALKEY — ASSIGNMENT PROGCESS.....ccttttiiiiiitttee ettt e ettt e e e e e sttt e e e e s e s nneneeeeessessannne 22
D A a1 = 1 I o g <IN =V 22
D.2 Additional INStructions (KEY SEt UP)......ueiiiiiiiiiiiiiee ettt e e e e satae e e e areee s e e 29

2013 © Los Angeles County Department of Mental Health
All rights reserved. This document may be copied.



%DM% Los Angeles County — Department of Mental Health
o T Integrated Behavioral Health Information System (IBHIS) Project
TPA Request Application — User Manual

A. INTRODUCTION

A.1. Purpose

The purpose of this application is to manage the process of electronically collecting Trading Partner
Agreement (TPA) forms, and pertinent information, from Legal Entities and Network Providers who will
be exchanging information with the Department of Mental Health (DMH) via Electronic Data
Interchange (EDI) for the Integrated Behavioral Health Information System (IBHIS). Those with a current
TPA for electronic data exchange with the Integrated System (IS) and those who have never completed
a TPA for data exchange with the IS must complete a TPA to initiate the credentialing process for
electronic data exchange with the IBHIS.

A.2. Overview
There are many benefits the use of this Application provides; the following are some:

> With this “electronic” process, you will not submit paper forms.
Contract Providers (CPs) will be able to download, sign, scan and upload their TPAs.
CPs will be notified via emails regarding the submission and approval of their respective TPAs.

YV V V

Instead of calling the Helpdesk, CPs will be able to view their status throughout the credentialing
process.

Y

DMH staff members will be able to track the credentialing process status of all CPs.

B. IBHIS Enrollment

The purpose of Integrated Behavioral Health Information System (IBHIS) Enrollment is so that Trading
Partners can start the IBHIS Electronic Data Interchange (EDI) Process with the Department of Mental
Health (DMH).

The Legal Entity and Network providers must submit and receive transactions for claiming services in
accordance with their DMH Agreement. For EDI, providers are required to exchange transactions via an
Electronic File Transfer (EFT) method. The requirements for this method are included in the Trading
Partner Agreement (TPA).

To enroll in the EDI process, Legal Entity and Network providers must complete a TPA request online.
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B.1. Accessing the TPA Request Application
1. Access the IBHIS Website by clicking or typing the following URL in your browser:
http://lacdmh.lacounty.gov/hipaa/index.html

2. From the home page, choose one the following appropriate actions:

For Legal Entity providers:
1) Click the Contract Providers tab.

IS HOME DIRECTLY OPERATED CLINICS OUTPATIENT FEE-FOR-SERVICE CONTRACT PROVIDERS

= Welcome to the Integrated System Website

IS To! Wi The Integrated System is the Department of Mental Health's secure, web-based
information system designed to comply with HIPAA and improve service delivery.
Head of Service Directory
Provider Direct ~ Help Desk: 213-351-1335 Available M-F, 7:30 AM to 5:00 PM After-hours, call

MHMIS Error Codes List ; OAO
Procadiire Codasian 15D Support Line at 562-940-0617

The IS Codes Manual v5.1
Who to Contact?

Integrated System Hours of Operation are 6:45 AM to Midnight, Daily

Did you know there are two options for terminating Rendering Providers?
Please read the Rendering Provider Termination Procedures on the Forms page.

Subscribe to IS Alert You will also find a sample for both options.

2) Click the IBHIS link.

1S HOME DIRECTLY OPERATED CLINICS Ll Sl L] S (s 3 CONTRACT PROVIDERS I

Working in ' = Welcome, Contract Providers!

Special Bulletins! ) ) i )
Click on the Links to the left to view the materials..........

Getting Started on the IS - .
i Click on the words Integrated System at the top of this page to access the IS

Getting IS Training Saonaite o crck

Using the 15 15 Shutdown Memo

NPI Implementation Letter
NPI General Information document
Compliance Bulletin 12-01 - Usage of Accurate NPI Data for Claiming

Using IS Reports

Handling Error Msgs. &Deﬁ'@. 1 s
| NPPES Data Elements - Information for Providers - June 20, 2007

15 Forms
Policy and Procedures for Contract Providers

Getting Help with the IS
DMH Practice Parameters

CPTP

A8 Healthy Way Los Angeles (HWLA) YBN User Training Video 488D
Links
IBHIS
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For Network providers:

1) Click the Outpatient-Fee-For Service tab.

| < integrated System

Enrich Lives Through Effective and Caring Service
k. i B
IS HOME DIRECTLY OPERATED CLINICS OUTPATIENT FEE-FOR-SERVICE CONTRACT PROVIDERS

‘ - Welcome to the Integrated System Website

IS Top Downloads The Integrated System is the Department of Mental Health's secure, web-based
information system designed to comply with HIPAA and improve service delivery.

Head of Service Directory - Ajgbg
Head of Service Directory - Num

MHFJ%"ESEF Dgegt" L Help Desk: 213-351-1335 Available M-F, 7:30 AM to 5:00 PM After-hours, call
HHEE ISD Support Line at 562-940-0617

Procedure Codas Manual
The IS Codes Manual v5.1

Integrated System Hours of Operation are 5:45 AM to Midnight, Daily
Whao to Contact? : v B e ; .
Did you know there are two options for terminating Rendering Providers?
. e Please read the Rendering Provider Termination Procedures on the Forms page.
Subscribe to IS Alert You will also find a sample for both options.

2) Click the IBHIS link.

IS HOME DIRECTLY OPERATED CLINICS OQUTPATIENT FEE-FOR-SERVICE [elelopy:7 Toggli-d:-Telt o]0
Working in t 2 Welcome, Fee For Service Providers!
Special Bulletins! :
Click on the words Integrated System at the top of this page
: to access the IS through the Internet
Getting Started on the IS L
: sy ;Provider Relations is the first point of contact to assist you with resolving issues
Getting IS Trainin related to applying for Direct Data Entry (DDE) and Electronic Data Interchange
(EDI) via the Integrated System (IS); DDE/EDI forms completion assistance;
Using the IS electronic claims research and information; procedure and diagnosis codes;
becoming a Fee-For-Service (FFS) Provider; re-credentialing; provider materials;
Using IS Reports ‘over-threshold authorization; provider rates; Reports; care coordination; access to
'services; referral assistance; Language Directory; FFS Provider Manual and
2 5 : Bulletins; Qut-of-County Provider Services; FFS Clinical Records/Documentation
Handling Denied Claims ‘Standards; Consent Standards; Provider Responsibilities for Beneficiary Materials;
‘obtaining forms; Service Dispute Resolution Process; and any other FFS Local
IS Forms ‘Mental Health Plan issues. Provider Relations can be reached at (213) 738-
3311,
Getting Help with the 15
Vinks 'DMH Help Desk is the first point of contact to provide assistance with EDI/SFT
(Secure File Transfer) transactions, Secure 1D Cards, first-time DDE log-on
| ‘assistance, system access/non-response difficulties, DDE roles updates/revisions,
EDI/Secure File Transfer [EDI/SFT testing and any other technical guestions. DMH Help Desk can be reached
at (213) 351-1335.
IBHIS ‘
'Provider Manuals
Internet Reports (Providers)
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For Legal Entity and Network providers:
1. From the IBHIS page, click the IBHIS EDI Certification link.
Working in the-_ISE IBHIS

Click on the Links to the left to view the materials.......

IBHIS Pilot 1 48H 48 -—-What s New — October 11, 2013 —— 48w

IBHIS EDIT Basics ) o
+ IBHIS Trading Partner Agreement (TPA) Request Application - User Manual - V1.2

IBHIS EDI Certification « Scber 2 201
+ Pilot 1 Readiness Meeting Presentations - September 25, 2013

IBHIS EDI Forms and System

Access Forms e [egal Entity Readiness Tasks - September 25, 2013
IBHIS EDI Guides Bl s legal Entity Readiness Groups - October 2, 2013

o CPTT Workgroup Meeting Presentation (Revised) - August 8, 2013

IBHIS EDI Support
s Pilot 1 - Testing Checklist - September 25, 2013

IBHIS EDI Training

2. Click the TPA Application Link.

IS HOME DIRECTLY OPERATED CLINICS OUTPATIENT FEE-FOR-SERVICE [elsl py.FUeq g lellyn]diis I

Woridng in thelISECS IBHIS EDI Certification

Click on the Links below to view the materials

1IBHIS Pilot 1 = ;
s [BHIS TPA Application Link

IBHIS EDI Basics

1IBHIS EDI Certification

1IBHIS EDI Forms and System
Access Forms
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C. TPA PROCESS

NOTE: This system is designed for Internet Explorer browser (VERSIONS 7, 8, 9 and 10). Users
experience may vary with other browsers (e.g. Safari, FIREFOX, CHROME, etc.)

C.1. Login into the TPA Request Application
1. Loginto the application by entering your User Name and Password.
2. Click OK, or hit Enter.

NOTE: The user name and password is the same used to login to the Integrated System (IS). If you
do not know your IS User Name and Password, please contact the DMH helpdesk to reset it at (213)
351-1335.

You are not signed-in.  Sign In

Enter your user name and password

JDoe

Welcome s
Log-in to start using the application!

—"—, —'_ OK || cancel

Note: Only one (1) TPA Request may be submitted per Trading Partner.

Once you are logged in:
Step 1- For a Legal Entity and Network Providers (associated to one (1) provider): The TPA Request
Status page will be displayed.

Note: For Network Providers associated to multiple providers, skip to Step 1a.
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a

- To start the TPA request, click the | Edit Icon.

HOME Admin Tools

TPA Request Status] | #

RequestID TPA-B821
Readiness Group
Heat Ticket

Enrollment Code

TPA Status <

Status Date Technician Assigned

- The TPA Request form will be displayed.

HOME

TRADING PARTNER AGENT AUTHORIZATION AGREEMENT AND DIGITAL KEY CERTIFICATE REQUEST
Request ID TPA-821

* @ New Trading Partner / Agent ' Existing Trading Partner / Agent

ELECTRONIC DATA INTERCHANGE (EDI)

* Please select the data exchange that you will send and receive

[¥] 837P/835 Professional Claim/Remitiance Advice

[¥] 8371835 Institutional Claim/Remittance Advice

O

Web Services

7] Ccommunity Qutreach Services (COS)

These terms shall supplement and incorporate the terms contained in the ELECTRONIC TRADING PARTNER AGREEMENT (hereinafter referred to as the "Agreement.”) The terms
and definitions as used in the Agreement shall have the same application when used herein

This Trading Pariner Agent Authorization Agreement (hereinafter referred to as the "Agent Agreement”) is made by and between

COUNTY OF LOS ANGELES — DEPARTMENT OF MENTAL HEALTH Chief Information Office Bureau

Note: Legal Entity and Network Providers associated to one (1) provider, skip to Section B2.
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Step 1a- For Network Providers (with multiple providers): The Select Provider page will be displayed.
You will have the option to select the provider you wish to create the TPA request for.

HOME

Select Provider
Provider Name

Select Metwork Provider Doing Business with DMH

Select Metwork Provider Agency

- To start the TPA request, click the 7 Edit Icon.

HOME Admin Tools

TPA Request Status] | #

Request ID TPA-821
Readiness Group
Heat Ticket

Enrollment Code

TPA Status <=

Status Date Technician Assigned
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- The TPA Request form will be displayed.

HOME
TRADING PARTNER AGENT AUTHORIZATION AGREEMENT AND DIGITAL KEY CERTIFICATE REQUEST
Request D TPA-821

* @ New Trading Partner / Agent ©' Existing Trading Partner / Agent

ELECTRONIC DATA INTERCHANGE (EDI)

* Please select the data exchange that you will send and receive

[¥] 837P/835 Professional Claim/Remittance Advice

=

8371/835 Institutional Claim/Remittance Advice

|

Web Services

[[] Community Outreach Services (COS)

These terms shall supplement and incorporate the terms contained in the ELECTRONIC TRADING PARTNER AGREEMENT (hereinafter referred to as the “"Agreement ") The terms
and definitions as used In the Agreement shall have the same application when used herein

This Trading Partner Agent Authorization Agreement (hereinafter referred to as the "Agent Agreement”) is made by and between

COUNTY OF LOS ANGELES — DEPARTMENT OF MENTAL HEALTH Chief Information Office Bureau
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C.2. Create Request

Step 1- Fill out the TPA Form:

1. Select whether you are a New Trading Partner / Agent or an Existing Trading Partner / Agent.

TRADING PARTNER AGENT AUTHORIZATION AGREEMENT

RequestID TPA-821

* @ New Trading Partner / Agent © Existing Trading Partner / Agent

Electronic Data Interchange (EDI)

2. Select the data interchange that applies to you (more than one may be selected).

Note: Network Providers will have a “Provider Connect” option.

Legal Entity Options: Network Provider Options:
ELECTRONIC DATA INTERCHANGE (EDI) ELECTRONIC DATA INTERCHANGE (EDI)
* Please select the data exchange that you will send and receive * Please selectthe data exchange that you will send and receive.

837P/835 Professional Claim/Remittance Advice
[T] 237P/235 Professional Claim/Remittance Advice
8371/835 Institutional Claim/Remittance Advice
[7] 2371835 Institutional Claim/Remittance Advice
[ web Services

"] Web Services

[C1 Community Outreach Services (COS)

[7] Community Qutreach Services (COS)

[¥] Provider Connect
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Trading Partner Information (* indicates information is required)

3. Trading Partner Type: This field will be pre-populated with the agency’s type (Legal Entity or
Network Provider).

4. Legal Entity / Network Provider Name: This field will be pre-populated with the Legal Entity or
Network Provider name. Verify that the information is correct.

5. Legal Entity / Network Provider Number: This field will be pre-populated with the Legal Entity
or Network Provider number. Verify that the information is correct.

6. Payee NPl Number: This field must be a 10-digit number.

7. DUNS Number: This field must be a 9-digit number.

8. Authorized Contact Name: This field must be the name of the individual that is authorized to
sign the Trading Partner Agreement.

9. Authorized Contact Title: This field must be the title of the individual that is authorized to sing
the Trading Partner Agreement.

10. Address: This field must be the agency’s address.

11. State: This field must be the agency’s State.

12. City: This field must be the agency’s City.

13. Zip: This field must be the agency’s Zip.

14. Telephone: This field must be the Telephone of the individual who will install the Digital Key.
Follow this telephone number format: 9999999999.

15. Fax Number: The Authorized Contact’s Fax Number field is optional.

16. Email Address: The Authorized Contact’s e-mail address field is optional.

TRADING PARTNER INFORMATION

*indicates field is required.

* Trading Partner Type Legal Entity

* Legal Entity Name Legal Entity Doing Business with DMH
* Legal Entity Number 00999

* Payee NPl Mumber 9999999999

*DUMNS Number 999999999

* Authorized Contact Name  Jghn Doe

* Authorized Contact Title  cEo

* Address 1234 3. Lane Strest

* City Los Angeles " State  California + “ZP 90099
* Telephone 9999999999

Fax Number

Email Address JDoe@gmail.com
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Trading Partner Digital Key / Technical / EDI Contact Information (* indicates information is required)

This is the section where you can submit information of a technical resource that will be helping with
Digital Key download and/or submitting EDI files of your agency to DMH.

Note: Please make sure that this information pertains to the individual that will be installing the Digital
Certificate. The e-mail with instructions to install the certificate will be sent to this email address.

1. Name: This field must be the name of the individual that will be installing the Digital Certificate.

2. Title: This field is optional for the title of the individual that will be installing the Digital
Certificate.

3. Address: This field is optional for the address of the individual that will be installing the Digital
Certificate.

4. State: This field is optional for the State of the individual that will be installing the Digital
Certificate.

5. City: This field is optional for the City of the individual that will be installing the Digital
Certificate.

6. Zip: This field is optional for the Zip of the individual that will be installing the Digital Certificate.

7. Telephone: This field must be the Telephone of the individual who will be installing the Digital
Certificate. Follow this telephone number format: 9999999999.

8. Email Address: This field must be the e-mail of the individual who is responsible for
downloading the IBHIS Digital Certificate in your organization. Note: The e-mail, you will
provide, will be used to setup the profile, in order to receive Test and Production Digital Keys.

TRADING PARTNER DIGITAL KEY / TECHNICAL / EDI CONTACT INFORMATION

Flease make sure that this information pertains to the individual that will be installing the Digital Cerificate. The e-mail with instructions to install the certificate will be sent to
this email address.

*Name John Smith

Title IT Supervisor

Address

City State California v P

* Telephone 9999999999

Fax Number

*Email Address | jsmith@gmail.com|
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Step 2- Of the following; provide the information that is applicable to your request:

Biller Information, Clearinghouse Information, Software Vendor Information, Consultant Information,
Trading Partner Business and/or Technical Information.

- Click - to expand or collapse each section.

» £ BILLER INFORMATION

I[F CLEARINGHOUSE WILL BE USED FOR DATA INTERCHANGE, PLEASE COMPLETE THE FOLLOWING FIELDS:
> CLEARINGHOUSE INFORMATION

IF SOFTWARE VENDOR WILL BE USED FOR DATA INTERCHANGE, PLEASE COMPLETE THE FOLLOWING FIELDS:
»'v- SOFTWARE VENDOR INFORMATION

IF CONSULTANT WILL BE USED FOR DATA INTERCHANGE, PLEASE COMPLETE THE FOLLOWING FIELDS:
» ¥ CONSULTANT INFORMATION

Trading Partner Business Contact: This is the section where you can submit contact of a person who is
an expert in business operations at your agency.

TRADING PARTNER BUSINESS CONTACT INFORMATION

MName

Title

Address

City State  California ~ ZP
Telephone

Fax Mumber

Email Address
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Step 3- The signed TPA must be attached for the request to be processed. Follow the steps described
below to download, print, sign, scan, and upload the original TPA form with your TPA request.

Click the word here to download the blank TPA form.
Print it, sign it, scan and save it to your PC in any convenient location.

NOTE: The person signing must have contract signing authority.

3. Click the Browse button to find the TPA document which you have saved in the step above, and
select it.

NOTE: You may only save these file formats: PDF, JPG, PNG, BMP and/or Jpeg.

4. Click the Save Attachment button. You will get a confirmation notification that your file has
been uploaded.

5. Click the check box to acknowledge that you have authority to submit the TPA and that all
information is accurate.

C.3. Save/Draft Request

The TPA form may be saved until it is ready to be submitted by clicking the “Save” button, if needed.

1. Click here to Download the TPA form.
2. Print, Sign (Authorized Signature), Scan TPA.
3. Upload signed TPA by clicking on the Browse button.

| Browse.. || Save Attachment

4. Click on "Save Attachment” button
5. Read and accept disclaimer by clicking on check box.

[7] By checking this box, | acknowledage that | am authorized to submit this TPA and that the information provided is accurate.
G. Click on the Submit button.

Please review your TPA Request you may not be able to make changes once you submit, If you have any changes, you may email them to TPA@dmh lacounty gov.

Save b Cancel

- Once the form has been saved, click the Home tab to be routed to the TPA Status page to view
the status of your request.

Note: The next time you login to the system, you will be routed to TPA Status page.
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C.4. Edit Request

While on Draft Mode, the edit icon will continue to be enabled, and the TPA Status will display “TPA
Saved (Draft Mode)”.

To edit a TPA Request form while on Draft Mode, click the icon. Make any necessary changes

before submission.

HOME

TPA Request Status

Request ID TPA-821
Readiness Group Pilot 1
Heat Ticket

Enrollment Code 128737168

TPA Status

Status Date Technician Assigned
TPA Saved (Draft Mode) 9/10/2013 1:46 PM

Note

Note: Only one (1) TPA Request may be submitted per Trading Partner.

Once the form has been submitted, during this process you may NOT edit the information. If you need
to modify a TPA, you will need to e-mail changes to: TPA@dmh.lacounty.gov. You will receive
confirmation when the change has been made.
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C.5. Submit Request

Step 1- To submit the TPA Request form, complete the required information, ensure that the signed
original TPA form is attached and the acknowledgment checkbox is selected.

- Once the acknowledgment checkbox is selected, the Submit button will be enabled.
- Click on the Submit button.

1. Click here to Download the TPA form.
2. Print, Sign (Authorized Signature), Scan TPA.
3 Upload signed TPA by clicking on the Browse button.

[[Browse... | | {Save ditaciment |

I Your attachment was successfully uploaded.

4. Click on "Save Attachment” button
5. Read and accept disclaimer by clicking on check box.

[¥] By checking this box, | acknowledge that | am authorized to submit this TPA and that the information provided is accurate.
6. Click on the Submit button.

Please review your TPA Request, you may nof be able to make changes once you submit. If you have any changes, you may email them to TPA@dmb.lacounty.gov.

: Save Submit ||| Cancel

Step 2- Once the TPA form has been submitted, a confirmation page and TPA Request confirmation
number will be displayed. Click the OK button to be routed to the TPA Status Page.

HOME

Trading Partner Agreement Sent
Your TPA Request ID i TPA-821 JPlease click OK to return HOME.

OK
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- After the TPA Request has been submitted an email notification will be sent to the individual
submitting the TPA.

= | [l 9o |5 [TPA Request] Motification TPA-828 - Message (Plain Text) l = | =] ﬁ
| Message o @
e . = i [ TPA_LE Emails 53 [(YMarkUnread % &3 e
e K| P G 5. B - e g % 5. <
5~ | |bgh To Manager v mm Categorize ~ %'
» Delete Reply Reply Forward : T Move =3 - Translate Zoom
& Junk All iy~ | &3 Team E-mail = il ¥ Faollow Up - - g -
Delete Respond Quick Steps a Move Tags u Editing Zoom
From: TPAReguestAler t@dmh. lacounty.gov Sent: Fri 10/25/2013 5:33 PM
To: John Doe
e
Subject: [TPA Request] Motification TPA-821

Your TPA has been submitted, to view the status click on http://clsxtestweb/TPARequest g

C.6. View Status of a Request

Step 1- To view the TPA status for a provider; select the provider you wish to see the status for.

Note: If you are only associated to one provider, skip to Step 2.

HOME

Select Provider

Provider Mame

Select Legal Entity Doing Business with DMH

1]
fi:}
=
[z}

Legal Entity Agency
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Step 2- The TPA Request Status page will display the status of the request.

HOME
TPA Request Status
Request ID TPA-B21

Readiness Group Filot 1
Heat Ticket

Enroiment Code

TPA Status
Step 1 of 10 = Supervisor Approval Q02013 1:4T PM
Note
TPA Saved (Drafl Mode) 02013 1:46 PM
Nole

9
Step 3- Click the Show icon to view the completed TPA Request form.

Once your TPA is approved, a technician will be assigned to process this request. You may log in to the
application to see the status at any time.
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The following are the descriptions of the steps:
TPA Saved (Draft Mode): This status will be shown when you click on the Save button.

Step 1 of 10 — Supervisor Approval: After reviewing the TPA request and validating the
signatures of the authorized party in the attached agreement, this status shows that the request
was approved by the DMH Administrator.

Step 2 of 10 — Technician Assigned: This status reflects that a Provisioning Technician has been
assigned to work on your request.

Step 3 of 10 — Enrollment Code Added: This status indicates that after validating and setting up
your profile to receive a Test Digital Key, a unique Code has been added to your TPA request. In
order for you to download the Test Digital Key, you will be prompted to enter your Enroliment
Code.

Step 4 of 10 — Test Keys sent to TP: This status specifies that the link to download your Test
Digital Key has been sent to your email address.

Step 5 of 10 — Acknowledge Files Received: Using your newly installed Test Digital Key, you will
be instructed to connect to the IBHIS file drop-off location to drop sample test file(s) to test the
digital key. This status is to confirm that DMH has established successful communications with
your agency.

Step 6 of 10 — HIPAA Validation Status: This status reflects whether these sample EDI test files
conform to HIPAA rules

Step 7 of 10 — Structural Validation Status: This status indicates whether these sample EDI test
files, or Community Outreach Services (COS) sample flat file(s), conform(s) to structural rules

Step 8 of 10 — Business Rule Validation Status: This status indicates that the Test files have
passed the structural validation and are ready for IBHIS Business Rules validation.

Step 9 of 10 — Ready for Production: This status will let the Provisioning Technician know that
the Test file(s) have successfully passed the IBHIS Business Rules.

Step 10 of 10 — Production Key Packet Set: Similar to the link you would have received in Step 4
of 10, this status indicates that DMH has sent you a link to install the Production Digital Key for
your Production environment.

Modified TPA: This status is to track TPA’s that have been modified by the Administrator or
Provisioning Technician if requested by the Trading Partner.

Page 20 of 47



Los Angeles County — Department of Mental Health
Integrated Behavioral Health Information System (IBHIS) Project
TPA Request Application — User Manual

Contact Technician - The purpose of this status is for the technician(s) to reach out and ask the
user to call them, (if the technician has no success reaching the user). The reason and contact
information should be indicated in the note section.

Additional Comments - The purpose of this status is for a technician to add additional
comments outside of the 10 steps.

***IMPORTANT***
The next step will be to install a test certificate on your computer.
Winthin a week you will receive an e-mail from:
Enterprise PKI Support <support@pki.symantec.com>

Once you receive the e-mail, follow the next steps.
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D. DIGITAL KEY - ASSIGNMENT PROCESS

D.1 Install the Key

Please follow the following steps to successfully install the Key.

Step 1: You will get an email from the Symantec system. There will be two steps to follow.

First, get your certificate enrollment code from your TPA Request Application status section.

HOME

TPA Request Status &

Request ID TPA-821
Readiness Group Pilotf 1

Heat Ticket

Enrollment cm

TPA Status

Status

Step 3 of 10 — Enroliment Code Added
Note

Step 2 of 10 — Technician Assigned
Note

Step 1 of 10 — Supervisor Approval
Note

TPA Saved (Draft Mode)
Note

Date

9/11/2013 5:.09 PM

9/11/2013 12:23 PM

9/10/2013 1:47 PM

9/10/2013 1:46 PM

Technician Assigned

CBolanos

JaMartinez
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Second, log onto the computer you will be using to generate/test transactions for DMH.

- Click the link and open it up in Internet Explorer.

STOP!!!
Before installing certificate, Internet Explorer browser is recommended as we
do not support other versions or browsers (e.g. Safari, FIREFOX, CHROME, etc.).

In order to successfully download DMH Digital Key, your computer must have
Active-X plug-in installed. An administrator form your organization can help
setting up the Active-X plug-in for your machine.

From: Enterprise PKI Support <support@pki symantec.com» 5
Ta! John Do

{iis

Subject: Enroll for your certificate

Dear John Doe,

As the first step to securely communicate with Department of Mental Health (DMH] for various transactions, you need to enroll for the tht and production certificates,

Follow the steps to enroll your certificate:
1. Getyour certificate enrollment code from the TPA Request Application in the “Status” section.

2. Access the following link from the device that will be used to generate and test transactions for DMH:{ hittps:// pki.symauth.com/certificate-service?x=1GavpIVixDxHvlad

If you need help with certificate enrollment, please contact DMH Certificate Administrator by emafl at tpa@dmb.lacounty.gov or call DMH Help Desk at 213-351-1335.

Thank you,
||| DMH Certificate Administrator

- The Symantec’s digital certificate Enroll page will be displayed.
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Step 2: To confirm your identity — enter your email address in the Email Address field. This should be
the same email you provided DMH in the TPA Request Form.

- Click on the Continue button.

English 3

(¥ symantec.
PKI CERTIFICATE SERVICE

Confirm your identity _SSEE=WIIGELISIG gkl

Confirm your identity

Enter your information to begin the enroliment process.

Email Address:

IDoe@gmail.com

| Continue |

Legal Notices i JNO“D“

Copyrigh 2 yoration. Al rights reserved.
il by VariSign
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Step 3: Enter the enrollment code you received from the TPA Request Application Status page in the

Enrollment code box.

- Click on the Continue button.

( Ty (fSymant
£ MENTAL HEALT| ymantec.
PKI CERTIFICATE SEF

Enroll: Confirm your identity

Enter your enrollment code

Enter the enrollment code provided by your administrator. You do not need to remember the code after you
enter it.

Enroliment code:

1123456789

If you have not received your enrollment code, contact DMH Certificate Administrator

tpa@dmh.lacounty.gov
213-351-1335

‘ Continue

Legal Notices | Privacy JNOﬂ.Ol‘I
J/ SECURED,

Copyrigh 13 Symantec Corporation. All rights reserved. =
pravered by VioriSign
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Step 4: You'll get a message showing Identity confirmed. Verify all the information. If anything needs to

be corrected, contact LA County’s DMH Certificate Administrator at TPA@dmbh.lacounty.gov. Otherwise,
click Continue.

PKI CERTIFICATE SERVICE

Enroll: d Enrollment information  SREMLEE e il

Identity confirmed.

Verify your information

Werify that the information associated with your certificate is correct, and complete any required fields.

Other Name (UPN)
First name
Last name Doe

Organizational Unit (OU) Legal Entity Doing Business with DMH

Organization
Locality
State
Country

Email address

If your information is incorrect, contact DMH Certificate Administrator.

tpa@dmh_lacounty gov
213-351-1335

Legal M

Legal Entity Doing Business with DMH
LA
CA
us

1Doe@gmail.com

CopyrightE 3 Symantec Corpeoration. &l rights reserved.

Page 26 of 47

| Continue

f&w




Los Angeles County — Department of Mental Health

Integrated Behavioral Health Information System (IBHIS) Project
TPA Request Application — User Manual

e EoD ANEEL RS ROLNTE @5
 MENTAL HEALTH ymantec.
o PKI CERTIFICATE SERVICE

Enroll: | Confirmyouridentty > | Enrolimentinformation > [EEGEEE=Sie

i

Install your certificate

When you begin certificate installation, you will see popups that warn you about potential security issues.
These warnings are normal, and are part of the certificate installation process.

Review the sequence of these popups, and then click Install certificate to begin the process. You must have
ActiveX enabled before proceeding with this installation.

1
W Click Yes.

‘Web Access Confirmation

Click Yes.

‘Web Access Confirmation

Install certificate

Legal Notices | Privacy f Norton
) SECURED

013 Symantec Corporation. All rights rezerved.
povrered by VoriSign
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Step 6: Click Yes for the confirmation message.

Note: You'll get the same message again. Click on the Yes button to confirm it again.

Web Access Confirmation

'Norton

L agnl Nofices | E oy, . ThisWeb site is attempting to perform a digital certificate operation on SEFEURED
Copyright® 2013 Symantec AU your benalt: PoLCORED,
£k pawered by YediSign

hitpef/pkisymauth.com/certificate-senvice/didc-get-digital-id-non-ke
y-escrowxhiml

You should only allow known Web sites to perform digital certificate
operations on your behalf,
Do you want to allow this operation?

Step 7: The system will show that your certificate was successfully installed.
- Click additional instructions to set up the certificate on your computer.

- Close out the Enroll window and follow the steps in the additional instructions.

RNt aE GSym antec
HEALTH k
PKI _CERTI FICATE SER‘JICE

Enroll: | Confirm youridentity | Enroliment information | Install certifica | Nextsteps :

S

[ '\;_E::{_ | Your certificate was successfully installed.

Certificate installed successfully

Your cerificate is successfully installed, but additional setup is required before you can use your new
certificate.

Your administrator has providedjadditional instructionsffor setting up your certificate.

Legal Notices | Privacy j Norton
SECURED

Copyright® 2013 Symantec Corporation. All rights resenved.

pawerad by VieriSign
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D.2 Additional Instructions (Key Set Up)

Your certificate has been installed but your computer will not trust the certificate because the issuer
(Los Angeles County Department of Mental Health) is not recognized as a public trusted certification
authority such as VeriSign or GoDaddy.

Follow the steps to install the Los Angeles County Department of Mental Health public key in order to
validate the digital certificate and keys you were just issued.

Note: You do not need to be part of the local administrators group to complete these steps.

Step 1: Open the Certificates Manager Console

1. For Windows 7: Click the Start button @ and type certmgr.msc and press Enter.

Pragrams (1)

ﬁ certmgr

S See rnore results

certmgr.msd x| | Logoff | k|

- This will open the certificate manager console.
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2.

Navigate to the folder Personal\Certificates and open the certificate by double clicking the
name the certificate is issued to (the Authorized Person whose name was provided in the TPA
Request Application).

In this example it has been issued to John Doe by Los Angeles County Department of Mental Health.

4 certrmar - [Cerbfiestas - Curment UseAPertanshCerificstes] =3 F=h =
Eile Action  Miew  Help
as| 2@ D e Hem

=

= - AL I Tisued To | Trsued By Expirstion Date  Intended Purpares

4 || Personal T y i
3 Corificates quﬂngqlts County Department ... /L1201 Cliert Autherticats

LI

i [ Enterpeize Trust

b L Indesrriediate Certification Su

i [ Bctnee Directary User Object

B _'1I Touzted Publishers

b [ Untrusted Certificates

v ] Thied-Party Roat Certifieation

v [ Tewsted Pecple

] Sraart Card Trusked Ropts

Step 2: Open the CA certificate

PwnNE

Double click the name under Issued To and it will open the Certification Authority certificate.
Once the certificate is open, click the Certification Path tab.

Click the entry Los Angeles County Department of Mental Health CA.

Click the View Certificate button.

'-l‘.‘er.tiﬁ:ata

e Certhate

Certificate status:
Fi: CA Root cartificate is nab trusted becsussitis nat i the Trusted Reat

ertification Authorites stoee,

Learn more about certifcation paths
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- This will open the certificate containing the public key of Los Angeles County Department of
Mental Health CA and indicating the CA Root certificate is not trusted.

5. Click the Install Certificate button.

General | petads | Cerbfication Path |

@ﬁ Certificate Information

This Ch Roat certificate is not trusted. To enabls trust,
install this certificate in the Trusted Root Certification
Authorities sbore.

Issued bo:  Los Angeles County Department of Mental Health
CA

Issued bys Los Angeles County Department of Mental Health
CA

Valid from 4 2% 2013 to 4 237 2018

Ismer guatement |

[ ]

Step 3: Import the Certification Authority certificate

1. Click the Next button.
Certificate Import Wizard ﬂ

Walcome to the Certificate Import
Wizard

7 = This wizard helos you copy certificates, cerbficate bust
J___ Este, and cerlificate revacation ksts From your disk 1o a

= certificate chore.,
A certificate; which is issued by a cerbfication authonty, s
a cenfirma‘tion of your identity and contains information
used to profect data or to establsh seoure retwonk
connections, A cerlifizate stoe i the sysbem srea where
cefbficates are kapt.

Tio conbrie, didk Mext.
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2. Select the option Place all certificates in the following store and click the Browse button.
 Certificate Import Wizard [=X=)

-

Cerlificule Stone
Certificate stores ase system areas where certificates are kept.

Windaws con sutomaticaly select 8 certificate store, or wou con sedfy o location for

the certiflzate.
7 Automateally salact the certificats store hased on the type of cerkficate
I o Plase all eartifizates i the falewing 2tore I
Certificate stere:
Learn mare about certificate stores

[ <Bsck || Bext> || cConesd |

3. Select the folder Trusted Root Certification Authorities.

4. Click the OK button.
Certificate Import Wizard =X
|t Select Certficate Store ==

Salact e gertificabe ciore yeu want bo uca,

] Personal = | [l or vou can speafy 8 locaton for
B Trussted Fook Certification AUthorties E
] Enterprise Trust

= H on the type of carbficats
|7 Intermedate Certfication Authorites e e

—i| Actve Dwectory User Chiact
L T had By dnbchar
‘| m

[Tlshow physical 2
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5. Click the Next button.
cemﬁme Import Wizard =
| Cevtificale Slere

Certificate stores are sysbem areas where certificates ara keph.

Windaws can sutomaticaly select & certificabe slore, or you can speafy a locaton for
the certificats.

7 Aytomabealy salert the certificate store based on the bype of cerbficate
) Place al certificates n the folowing store

ﬂmiﬂcahe shore
Trusted Root Certification Authorites
Learn mare about gerfificate shores

6. Click the Finish button.
Cﬂﬂlﬁt&&h‘lpﬂ'ﬂl"ﬁﬂl‘d-"

Completing the Certificate Import
Wizard

Thie s bfica be will be imported after your chdk Finigh.

‘le‘m:mdﬁndﬂ*tﬁulwmsclﬁm
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The following warning should be displayed indicating that you are about to install the Los Angeles
County Department of Mental Health CA.

- Click the Yes button.

| secuity Waring N s

You are about to install 3 certificate from a certification authoty (CA)
. claiming to represent:

Los Angeles County Departrnent of Mental Health CA

Windows cannot validate that the certificate is actually from “Los
Angeles County Department of Mental Health CA”. You chould confinm
s origin by contacting “Los Angeles County Department of Mental
Health CA", The following nurnber will assist you in this process:

Warning:

I you install this root certificate, Windows will automaticalby truest any
certificate issued by this CA Installing a certificate with an uncenfinmed
thumbprint is 2 securtty nisk, i you click "Yes™ you acknowledge this
risk,

D yow wiant to install this certificate?

The following message should display stating “The import was successful”.

- Click the OK button in the message box to close it.
Certificate Import Wizard lﬂ

e

i :
-\0| The impert was successful,
R

- Click the OK button in all other windows to close all of them.
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Step 4: Verify the installation

Repeat Steps 1 and 2 to return to the Certificates Manager Console and open your certificate by double
clicking the name under Issued To.

Gereral |petais | Certification Path |

- :
I--.ﬁ, Certificate Information

This certificate is intended for the following purpase(s):
* Proves your identity to a remote computer

Issued bo: |ohn Doe

Issued by: Los Angeles County Department of Mental Health
CA

valid from 6/ 15/ 2013 to &/ 17/ 2015
? ¥ou have a private key that corresponds to this certificate.

: Issuer Statement

Lo ]

Thisicon A should display next to the Certificate Information section. Your computer should now

be able to trust the Los Angeles County Department of Mental Health CA and any certificates issued by
it.
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Step 5: Export the certificate

Note: Itis important to retain a backup of your certificate for recovery purposes.

1. For Windows 7: Click the Start button @ and type certmgr.msc and press Enter.

Programs (1)

wlp certmgr
Files {2)

=] TradingPartnerUserManuall.l

=] TradingPartnerUserManual_v1.0

~ See more results

certmgr.msc x Shut down | »

2. This will open the Certificate Manager Console.
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3. Navigate to the folder Personal\Certificates.

i certmgr - [Certificates - Current Uwﬁkﬁng_

File Action View Help

«% | 2[00 a0
L Certificates - Current User | Object Type
Personal | Certificates

Certificates

Trusted Root Certificati
Enterpnise Trust
Intermediate Certificati
Active Directory User O
Trusted Publishers
Untrusted Certificates
Third-Party Root Certifil
Trusted People

Other People
Certificate Enrcllment F
Smart Card Trusted Rot

o 11} L,

Personal store contains 1 certificate.

4. In the Certificates folder, locate the certificate issued by DMH.

Filte Action View Help
o 20| c =

W Certificates - Current User || Issued To Issued By Expiration ,

4 . Personal &l John Doe Symantec Class 3 Admin In.. 5/23/2014
! Certificates

Trusted Koot Certificati
| Enterprise Trust
Intermediate Certificati|
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5. Right click on the certificate.
6. Hover over All Task.
7. Click Export.

Issued To = Issued By Expiration ...
£ i Class 3 Admin In.. 5/23/2014

Open

| All Tasks ] | Open
Cut Request Certificate with Mew
Copy Fenew Certificate with New K
Delete Advanced Operations
Properties Export
Help [

8. This will open the Certificate Export Wizard window.
9. Click Next.

Welcome to the Certificate Export

| Wizard
o |
#__ i This wizard helps you copy ceriificates, certificate
[ trust lists and certificate revocation lists from a

certificate store to your disk.

A certificate, which is issuwed by a certification authority,
is a confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Next.

| wet> ||| cancel |
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10. To export the “Public Key”, click on “No, do not export private key”.
11. Click Next.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key

@ No, do not export the private key

Note: The associated private key is marked as not exportable. Only the certificate
can be exported.

Learn more about exporting private keys

< Back Net> || cancel
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12. Select DER encoded binary X.509 (.CER).
13. Click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

@ DER encoded binary X.509 (.CER)

Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.F78)

Include all certificates in the certification path if possibie

onal Information Exchange - PKCS #12 (.PFX)

ertificates in the certification path If pos

key if the export is successiul

Learn more about certificate file formats

< Back
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- 2 MENTAL HEALTH
Cayropr®

14. Click Browse to name the file and specify location to save.

File to Export
Speafy the name of the file you want to export

File name:

Browse...

< Back : Cancel
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15. Click on Documents.
16. Enter a file name for your certificate.

17. Click Save.
Note: You can choose a different folder to save certificate.
Organize = New folder = = 7]
- .
Favorites Documents library e
Arrange by: Folder =
E Desktop Includes: 2 locations
i Downloads Name Date modified Type
~» Recent Places L.
= Add-in Express 9/10/2013 10:0 File fo
- Libraries Altiris 3/14/2013 11:0 e fi
I A Dociments I MyConnectFiles e fi
D Missic PDF Favorites 9/10/2013 436 PM  File folg
=L Pictures
B videos
& Computer
&= Win7 (C)
- 4 i
File namE:I I 1
Save as type: | DER Encoded Binary X.509 (*.cer) 1
= Hide Folders save | Cancel | |
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18. Verify the path where the certificate is being saved.

19. To export the “Private Key”, click on “Yes, export the private key” in above mentioned step #
11, and please repeat Step 5 numbers 11 to 18.

20. Click Next.

File to Export
Specify the name of the file you want to export

File name:

C:\Users)jamartinez\Documents\TestCertificate.cer | Browse...

< Back Hast > J| Cancel
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21. To complete the Certificate Export Wizard, click Finish.

Completing the Certificate Export
Wizard
-",,_ %; ) You have successfully completed the Certificate Export
- wizard.
You have specified the following settings:
File Namea C:\Use
Export Keys Ho
inciude all certificates in the certification path Mo
File Format DER Er
il i [
< Back Finish ' Cancel
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22. A message indicating that the export was successful will be displayed.
23. Click OK.

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:

File Namie C:\Use
Export Keys No
Include all certificates in the certification path No

" '

- - o DERE
Certificate Export Wizard & d

The export was successful,
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24. To verify that the certificate was exported, locate the folder in which the certificate is saved.

In this example, the file is located under Libraries folder/Documents.

File Edit View Tools Help

Organize - Share with = New folder
Favorites Documents library
B Desktop Includes: 2 locations
s Downloads -

MName Date

< Recent Places =

Add-in Express 9/10/2013 10:09 A

- Libraries Altins /1472013 11.07 A
“ Documents I MyConnectFiles g
4. Music PDF Favorites 9/10/2013 4:36 PM
& Pictures 5 TestCertificate
8 videos

**DIGITAL KEY DOWNLOAD - IMPORTANT NOTICE for SYSTEM
ADMINISTRATORS***

In the event “.CER” and “.PFX” format of issued Digital Certificates doesn’t
work with your current FTP Client, please follow instructions to have it
converted to “.CRT” and “.KEY” format.

Locate instructions at:

Contract Providers: http://lacdmh.lacounty.gov/hipaa/IBHIS EDI Guides.htm

Network Providers: http://lacdmh.lacounty.gov/hipaa/ffs IBHIS EDI Guides.htm

File Name: OpenSSL to convert a PKCS Instructions
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Note: To remove the certificate from computer, contact your administrator. The administrator should
be the person that installed the certificate in the computer. These steps will be provided in a separate
user manual.

Note: The valid timeframe for a certificate is 2 years. The Symantec MPKI system will send weekly
reminders a month prior to certificate expiring to the e-mail on file. Trading Partners will have the
ability to renew the certificate through Symantec MPKI system. These steps will be provided in a

separate user manual.
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