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A. INTRODUCTION

A.1. Purpose

The purpose of this guide is to provide information to Contract Providers and their respective EHR
vendors regarding the IBHIS process for securely exchanging files with Los Angeles County Department
of Mental Health (LACDMH). This document contains all the necessary information pertaining to the site

location, Digital Key configuration and the folder location where the files need to be uploaded or
received.
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B. DETAILS

B.1. Site Address and Configuration

1. Open any File Transfer Protocol FTP client (e.g. CuteFTP) that you are using at your organization
and create a new site connection.
2. Inorder to connect to the IBHIS file-drop location, please enter the specific information below:
e Host address: b2befttst.dmh.lacounty.gov
e Username: DMH will provide username
e Password: N/A or user-defined

NOTE: The following screenshot is provided for your reference. However, the screen layout and
configuration may vary depending upon the type of FTP Client you are using.

’
Site Properties for: Untitled(1) | = |
General | actions | Type | Options |
Label:
Untitied(1)
Host address:
-
User :
name - Login method
a“ @ Mormal
Password: Anonymous
P Double
Comments
[ | I
[ comect || ok || cancel || hHep |
[ =
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3. If applicable, please verify that your FTP client is using Protocol type as “FTP with TLS/SSL (Port
990 - Implicit)”and specify the Port as “4990”. An example is shown below:
4. Click OK.

NOTE: The following screenshot is provided for your reference. However, the screen layout and
configuration may vary depending upon the type of FTP Client you are using.

' Site Properties for: U

| General | Actions| Type “Options

Protocol type: Port:
LFI’P with TLS/SSL (Port 990 - Implicit) re v] 4990 /

Protocol type comments

Connect implicitly over the IANA defined port for secure
connections (Port 990) using TLS (SSL v3.1) or
auto-downgrade to a prior SSL implementation if that fails.

Server type: [ ] clear Data channel

[Auto-del:ect - ] |:| Clear Command
channel

Data connection type: NOTE: The connection

'J process is always
encrypted. Clearing the
data channel results in
unencrypted data transfer.
[Use global setting "1 Clearing the command
channel results in
unencrypted commands.

[] Treat times in listings as local server time

[Use global settings

Transfer type:

Server time zone:

[No Offset '] || Automatically detect

[ Connect ] [ ok “ H Cancel J [ Help
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B.2. Digital Key Configuration
1. Please make sure that your FTP client has “Use SSL Certificate when authenticating” setting
turned on.
2. Wherever it is applicable, please specify the location of the Certificate and Private Key.
1) Navigate to the folder location on your machine where you have saved the IBHIS Digital
Key(s).
2) Click Open.

Note: Repeat numbers 1 and 2 for Private Key Certificate.

3) If you have configured a passphrase on your certificates(s), you must enter the
passphrase in the Use Passphrase and Confirm Passphrase fields; otherwise, it is

optional.
4) When all information is entered, click Apply.
5) Click OK.
Global Options
=i General - Security\SSL Security
Logs Configure SSL options here
Leg Files
- Cnnaction T [/] use SSL certificate when authenticati
Smart Keep Alive v Use e @ when authenticating g
DUN/LAN Certificate: C:\Users\jamartinez\Desktop\New folder\Unzip Files ul
SOCKS4 &5 —
PriooyServer Private key: C:\Users\jamartinez\Desktop\New folder\Unzip Files (i3]
— Security ; - \
SsH2 Secunty | of| Usepassphrasa: . eesasece | Create certificate... |
B SSL Security| Confirm passpm assssnee [ Trusted certificate
OpenPGP Security t !
=1 Transfer || Reuse cached session for data connection (required by some servers)
Svents [ Accept certificates in Windows Trusted Root Certificate Authority store

Smart Overwrite
Rename Rules
ASCII Types
Mode Z
= Navigation
TOC Files
Links
Tolerance
Display
Prompts

[¥/] Warn when switching from secure to non-secure pages

e 0K ]| Cancel | Apply
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B.3. Folder Structure

After connecting to the IBHIS file-drop location successfully, you should see a root folder created using
your organization’s DUNS number. This should be the DUNS number submitted via the Trading Partner
Application (TPA). If for some reason, the system does not reflect the accurate DUNS number, please
notify LACDMH at TPA@dmbh.lacounty.gov or call LACDMH Help Desk at (213) 351-1335. An example is
shown below:

Share with - Mew folder
” Mame : Date modified Type
) 026508072 9/12/2013 4:28 PM File folder

Sub Folders: Under the root folder, the following sub folders are created:

e Processed: Location for copies of processed files.
e Response: Location for TA1 responses to processed files.
e Upload: Location where files can be uploaded.

A

4 Mame Date modified Type
| Processed File folder
. Response File folder
1 Upload File folder
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Sub Folders under “Response” and “Processed” folders:

To categorize the files processed according to the date, date-specific subfolder(s) are created to help
users navigate to the files easily. For example, if a file was received on 9/5/2013, the system will create a
sub folder named “2013-09-05” under “Processed” and “Response” folders and will place the processed
and response file generated on 9/5/2013 into the respective folders.

y Mame : Date modified Type Size
2013-08-20 8/20/201310:20 AM  File folder
2013-08-22 B/22/2013 254 PM  File folder
2013-08-23 8/23/2013 3:05 PM  File folder
2013-08-27 8/27/2013 11:05 AM  File folder
2013-08-28 B/28/2013 11:10 AM  File folder
2013-08-29 8/29/20131:30 PM  File folder
) 2013-09-04 9/4/201311:45 AM  File folder
2013-09-05 9/5/201311:30 AM  File folder
2013-09-11 9/11/201310:20 AM  File folder

“Failed” sub folder under “Processed” Folder:

If the file is rejected for some reason, the system will place the file in the Failed subfolder.

* Mame

2013-08-20
2013-08-22
2013-08-23
2013-08-27
2013-08-28
2013-08-29
2013-09-04
2013-09-05
2013-09-11
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C. Upload File(s)
Navigate to the location on your computer of the file to be uploaded.
Using the FTP client on your machine, make a connection to the LACDMH network using the

1.
2.

IBHIS Digital Key.

Navigate to <DUNS Number root folder>/Upload.
Click and drag the selected file to the Upload folder.
When the file has been uploaded, a copy of the file will be displayed in the Upload folder.

R R

{Intergration_Testing/Inteq_Test_User 3/040357428/Upload

/ Name

|| Clairn File:tt

Name /' Size Type Modified
[ | Claim File.tet Obytes Text Document 9/13/2013 %:18:00 AM
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