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MENTAL HEALTH

ELECTRONIC TRADING PARTNER AGREEMENT

This Trading Partner Agreement (‘Agreement’) is made and entered by and between the Legal
Entity or Network Provider named (“Trading Partner”),
whose legal entity or Network Provider number is and the County of Los
Angeles — Department of Mental Health (“DMH").

WHEREAS, DMH and Trading Partner exchange information and data electronically in
connection with certain healthcare transactions; and

WHEREAS, DMH and Trading Partner will be readily equipped at their own expense with the
Systems and trained personnel necessary to engage in the successful exchange of electronic
information and data; and

WHEREAS, in the electronic transmission of information and data, the confidentiality and
security of the data which is exchanged between the Parties is of the highest priority to both
Parties; and

WHEREAS, it is anticipated by DMH that the Trading Partner may use, in the performance of
this Agreement, various third parties as the Trading Partner’'s Agents in the electronic exchange
of information;

NOW THEREFORE, in consideration for the mutual promises herein, the Parties agree as
follows:

1. DEFINITIONS

1.1. Agents

Third parties or organizations that contract with the Trading Partner to perform designated
services in order to facilitate the electronic transfer of data. Examples of Agents include, claims
clearinghouses, vendors, and billing services.

1.2. Confidential Information

Information relating to specific Individuals which is exchanged by and between DMH, the Trading
Partner, and/or the Agents for various business purposes, but which is protected from disclosure
to unauthorized persons or entities by The Privacy Act of 1974, The Administrative Simplification
Provisions of the federal Health Insurance Portability and Accountability Act and regulations
promulgated there under (“HIPAA”). The Insurance Information and Privacy Protections Act, or
other applicable state and federal statutes and regulations, which shall hereinafter be collectively
referred to as “Privacy Statutes and Regulations.”
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1.3. Covered Individuals

Individual persons who are eligible for payment of certain services or prescriptions rendered or
sold to them under the terms, conditions, limitations and exclusions of a health benefit program
administered by DMH or by some other Payor.

1.4. Data
A formalized representation of specific facts or concepts suitable for communication,
interpretation, or processing by people or by automatic means.

1.5. Datalog

A complete written summary of Data and Data Transmissions exchanged between the Parties
over the period of time this Agreement is in effect and, including, without limitation, sender and
receiver information, the date and time of transmission and the general nature of the
transmission.

1.6. Data Transmission

The automated transfer or exchange of data between Trading Partners or their agents, by means
of their Systems which are compatible for that purpose, pursuant to the terms and conditions set
forth in this Agreement.

1.7. Data Universal Numbering System (“DUNS")

Data Universal Numbering System (DUNS) — A unique nine digit identification number assigned
by Dun & Bradstreet (D&B) to a Trading Partner or Agent for the purpose of identifying a
business entity. The DUNS can be requested at: http://fedgov.dnb.com/webform

1.8. Digital Key Certificate

Software that resides on Trading Partner’s workstation or server assigned to the Trading Partner
by DMH for the purpose of successfully executing Data Transmissions or otherwise carrying out
the express terms of this Agreement.

1.9. Electronic Data Interchange (“EDI")
The automated exchange of business data from application to application in an ANSI approved
or other mutually agreed format.

1.10. Electronic Remittance Advice (“ERA”)
A transaction containing information pertaining to the disposition of a specific claim field with
DMH by Providers for payment of services rendered to an Individual.

1.11. Envelope
A control structure in a mutually agreed format for the electronic interchange of one or more
encoded Data Transmissions either sent or received by the Parties to this Agreement.

1.12. Individual

An individual person(s) whose claims for payment of services may be eligible to be paid, under
the terms of the applicable federal, state or local governmental program for which DMH
processes or administers claims. It is acknowledged and agreed between the Parties that claim
payments for purposes of this Agreement will be made directly to Providers on behalf of such
Individuals.
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1.13. Lost or Indecipherable Transmission

A Data Transmission which is never received by or cannot be processed to completion by the
receiving Party in the format or composition received because it is garbled or incomplete,
regardless of how or why the message was rendered garbled or incomplete.

1.14. Payee National Provider Identifier (“NPI")
The National Provider Identifier that is specific to the Legal Entity, FFS Group, or FFS
Organization. Solo practitioners will enter their individual NPI number in this field.

1.15. Payor
A business organization that provides benefit payments on behalf of Covered Individuals eligible
for payment for certain services to Covered Individuals.

1.16. Provider
Hospitals, clinics or persons duly licensed or certified to provide mental health services to
Covered Individuals of Los Angeles County.

1.17. Secure Identification Cards
Those cards assigned to the Trading Partner or Agent by DMH for allowing the Trading Partner
to transfer files electronically to DMH.

1.18. Source Documents

Documents containing Data which is or may be required as part of Data Transmission with
respect to a claim for payment for mental health services rendered to an eligible Individual.
Examples of Data contained within a specific Source Document include, without limitation, the
following: Individual's name and identification number, claim number, diagnosis code for the
service rendered, dates of service, procedure code, applicable charges, the Provider's name
and/or provider number.

1.19. Submitter ID Number
A unigue number assigned by DMH to the Trading Partner or Agent for the purpose of identifying
the Trading Partner for Data Transmissions.

1.20. System
The equipment and software necessary for a successful electronic Data Transmission.

1.21. Trading Partner
A Provider who has entered into this Agreement with DMH in order to satisfy all or part of its
obligations under a Legal Entity Agreement or Network Provider Agreement by means of EDI.

2. TERM AND TERMINATION

2.1. Term of Agreement
This Agreement will be effective on the day the Trading Partner Agreement is approved by the
Department of Mental Health, and shall continue in full force until terminated by either party.

2.2. Voluntary Termination
Either Party may terminate this Agreement for its own convenience on thirty (30) days advance
written notice to the other Party.
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2.3. Termination for Cause

Either party may terminate this Agreement upon ten (10) working days advance written notice to
the other Party upon the default by the other Party of any material obligation hereunder, which
default is incapable of cure or which, being capable of cure, has not been cured within 30 days
after receipt of written notice with reasonable specificity of such default (or such additional cure
period as the non-defaulting Party may authorize). However, in the event of a breach by the
Trading Partner of the terms of Article 1V, Section 4.3 (Express Warranties Regarding Agents) or
any Section of Article V (CONFIDENTIALITY AND SECURITY), or in the event a change of
ownership of the Trading Partner or its Agents as defined by Article VII Section 7.12 (Change in
Ownership of Trading Partner or its Agents) takes place, DMH shall have the unilateral right to
terminate this Agreement immediately without prior notice to the Trading Partner. However, in its
right to exercise immediate termination, DMH shall provide the Trading Partner with written
notice the day the termination occurs.

3. OBLIGATIONS OF THE PARTIES

3.1. Mutual Obligations

In addition to the obligations of the respective Parties which are set forth elsewhere in this
Agreement, the mutual obligations of DMH, the Trading Partner and/or the Trading Partner’s
Agents collectively referred to as “the Parties” shall include, but not be limited to, the following:

(a) Accuracy of EDI Transmission
The Parties shall take reasonable care to ensure that Data and Data Transmissions are
timely, complete, accurate and secure, and shall take reasonable precautions to
prevent unauthorized access to the System of the other Party, the Data Transmission
itself or the contents of an Envelope which is transmitted either to or from either Party
pursuant to this Agreement.

(b) Re-transmission of Indecipherable Transmissions
Where there is evidence that a Data Transmission is Lost or Indecipherable
Transmission, the sending Party shall make best efforts to trace and re-transmit the
original Data Transmission in a manner which allows it to be processed by the receiving
Party as soon as practicable.

(c) Cost of Equipment
Each Party shall, at its own expense, obtain and maintain its own System and shall
update its System as recommended by the manufacturer/owner/licensor of said
System. Furthermore, each Party shall pay its own costs for any and all charges
related to Data Transmission under this Agreement and specifically including, without
limitation, charges for System equipment, software and services, charges for
maintaining an electronic mailbox, connect time, terminals, connections, telephones,
modems, and any applicable minimum use charges. Each Party shall also be
responsible for any and all expenses it incurs for translating, formatting, or sending and
receiving communications over the electronic network to the electronic mailbox, if any,
of the other Party.

(d) Back-up Files
Each Party shall maintain adequate back-up files and/or electronic tapes or other
means sufficient to re-create a Data Transmission in the event that such re-creation
becomes necessary for any purpose at any time. Such back-up files and/or tapes shall
be subject to the terms of this Agreement to the same extent as the original Data
Transmission.
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(e) Format of Transmissions
Except as otherwise provided herein, each Party shall send and receive all Data
Transmissions in the ANSI approved format, or such other format as DMH shall
designate in writing to the Trading Partner.

(f) Testing
Each Party shall, prior to the initial Data Transmission and throughout the term of this
Agreement, test and cooperate with the other Party in the testing of the Systems of
both Parties as DMH considers reasonably necessary to ensure the accuracy,
timeliness, completeness and confidentiality of each Data Transmission.

3.2. Trading Partner Obligations
In addition to the requirements of Section 3.1 and 5.1 and this section (3.2), the Trading Partner
shall also be specifically obligated as follows:

(a) To refrain from copying, reverse engineering, disclosing, publishing, distributing or
altering any Data, Data Transmissions or the contents of an Envelope, except as
necessary to comply with the terms of this Agreement, or use the same for any purpose
other than that for which the Trading Partner was specifically given access and
authorization by DMH;

(b) To refrain from obtaining by any means to any Data, Data Transmission, Envelope or
DMH’s System for any purpose other than that which the Trading Partner has received
express authorization to receive access. Furthermore, in the event that the Trading
Partner receives Data or Data Transmissions, which are clearly not intended for the
receipt of the Trading Partner, the Trading Partner shall immediately notify DMH and
make arrangements to return the Data or Data Transmission or re-transmit the Data or
Data Transmission to DMH. After such re-transmission, the Trading Partner shall
immediately delete the Data contained in such Data Transmission from its System.

(c) To install necessary security precautions to ensure the security of the System or
records relating to the System of both DMH and the Trading Partner when the System
is not in active use by the Trading Partner.

(d) To protect and maintain at all times the confidentiality of Secure Identification Cards
issued by DMH to the Trading Partner or Agent.

(e) To provide special protection for security and other purposes where appropriate, by
means of authentication, encryption, the use of passwords or by other mutually agreed
means, to those specific Data Transmissions which the Parties agree should be so
protected shall use at least the same level of protection for any subsequent
transmission of the original Data Transmission.

(f) Prior to or upon execution of this Agreement, to provide DMH in writing with all of the
information requested in the Trading Partner Information section of the Trading Partner
Agreement (TPA) online application. While this Agreement is in effect, the Trading
Partner shall notify DMH in writing within five (5) business days of any material changes
in the information originally provided by the Trading Partner in the TPA online
application.

3.3. DMH Obligations
In addition to the obligations of DMH which are set forth herein, DMH shall also be specifically
obligated as follows:

(a) Availability of Data
DMH shall subject to the terms of this Agreement, make available to the Trading
Partner by electronic means those types of Data and Data Transmissions to which the

IBHIS No. 1
04/2014 5



Trading Partner is entitled to receive by mutual agreement of the Parties or as provided
by law.

(b) Notices Regarding Formats
DMH shall provide Trading Partners a written listing of acceptable electronic data
transmission formats (e.g., PDF, XLS, Doc). Should the need arise for DMH to make
changes to these transmission formats, the trading Partner will receive no less than 14
days written notice.

4. AGENTS

4.1. Responsibility for Agents

If the Trading Partner uses the services of an Agent in any capacity in order to receive, transmit,
store or otherwise process Data or Data Transmissions or perform related activities, the Trading
Partner shall be fully liable to DMH or for any acts, failures or omissions of the Agent in providing
said services as though they were the Trading Partner’s own acts, failures, or omissions.

4.2. Notices Regarding Agents

Prior to the commencement of the Agent’s services in the performance of this Agreement, the
Trading Partner shall designate, in the TPA online application, its specific Agents who are authorized
to send and/or receive Data Transmissions in the performance of this Agreement on behalf of the
Trading Partner. Except as provided otherwise in the Agreement, the Trading Partner shall notify
DMH of any material changes in the information contained in the TPA online application, no less
than 14 days prior to the effective date of such changes. The information within the TPA application,
when fully executed shall be incorporated into this Agreement by reference and shall be effective on
the date of its execution, unless specified otherwise. The Trading Partner’s designation of its Agent
for purposes of this Agreement is expressly subject to the approval of DMH, which approval shall not
be unreasonably withheld.

4.3. Express Warranties Regarding Agents

The Trading Partner expressly warrants that the Agent will make no changes in the Data content
of any and all Data Transmissions or the contents of an Envelope, and further that such Agent
will take all appropriate measures to maintain the timeliness, accuracy, confidentiality and
completeness of each ‘Data Transmission. Furthermore, the Trading Partner expressly warrants
that its Agents will be specifically advised of, and will comply in all respects with, the terms of this
Agreement.

4.4. Indemnification Regarding Agents

The Trading Partner shall indemnify, defend and hold harmless DMH from any and all claims,
actions, damages, liabilities, costs and expenses, specifically including, without limitation,
reasonable attorney’s fees and costs resulting from the acts or omissions of the Trading Partner,
its Agents, employees, subcontractors in the performance of this Agreement; provided however,
that DMH shall have the option, at its sole discretion, to employ attorneys selected by it to defend
any such action, the costs and expenses of which shall be the responsibility of the Trading
Partner. DMH for its part shall provide the Trading Partner with timely notice of the existence of
such proceedings and such information, documents and other cooperation as reasonably
necessary to assist the Trading Partner in establishing a defense to such action. These
indemnities shall survive termination of this Agreement and DMH reserves the right, at its option
and expense, to participate in the defense of any suit or proceeding through counsel of its own
choosing.
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5. CONFIDENTIALITY AND SECURITY

5.1 General Requirements

In addition to the requirements of Section 3.1 and 3.2, the Trading Partner shall maintain
adequate security procedures to prevent unauthorized access to Data, Data Transmissions, or
the System of DMH, and shall immediately notify DMH of any and all unauthorized attempts by
any person or entity to obtain access to or otherwise tamper with the Data, Data Transmissions
or the System of DMH.

(a) Confidential Information
The Trading Partner further agrees to hold DMH harmless for any and all claims or
causes of action brought by any party, including third parties, arising from any
unauthorized disclosure of Confidential Information by or on behalf of the Trading
Partner. In addition, the Trading Partner shall in its performance under this Agreement,
comply with any and all applicable Privacy Statutes and Regulations (as defined in
Article I, Section 1.4 (Confidential Information) relating to Confidential Information and
agrees to maintain the confidentiality of such Confidential Information for the benefit of
such Individuals or of DMH as is required by such Privacy Statutes and Regulations.
Such Confidential Information concerning Individuals includes, but is not limited to,
medical records and information regarding claims and payment of the claims of
Individuals.

(b) Notice of Unauthorized Disclosures
The Trading Partner will promptly notify DMH of any and all unlawful or unauthorized
disclosures of Confidential Information that comes to its attention and will cooperate
with DMH in the event any litigation arises concerning the unauthorized use, transfer or
disclosure of Confidential Information.

6. RECORDS RETENTION AND AUDIT

6.1 Records Retention

The Trading Partner shall maintain, for a period of no less than seven (7) years from the date of
its receipt complete, (except for children for whom records should be retained until 18 years of
age) or until the audit is settled, accurate and unaltered copies of any and all Source Documents
from all Data Transmissions.

6.2 Electronic Transmission and Audit Logs

Both Parties shall establish and maintain Logs which shall record any and all Data
Transmissions taking place between the Parties during the term of this Agreement. Each Party
will take necessary and reasonable steps to ensure that all Logs constitutes a current, accurate,
complete and unaltered record of any and all Data Transmissions between the Parties, and shall
be retained by each Party for no less than twenty-four (24) months following the date of the Data
Transmission. The Log may be maintained on computer media or other suitable means provided
that, if it is necessary to do so, the information contained in the Log may be timely retrieved and
presented in readable form.
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7. MISCELLANEOUS

7.1 Amendments
This Agreement may not be changed or modified in any manner except by an instrument in
writing signed by a duly authorized officer of each of the Parties hereto.

7.2 Dispute Resolution

With the exception of disputes which are the subject of immediate termination as set forth in this
Agreement, the Parties hereby agree that, in the event of a dispute or alleged breach of the
terms of this Agreement between the Parties, they will work together in good faith first, to resolve
the matter internally and within a reasonable period of time by escalating it as reasonably
necessary to higher levels of management of each of the respective Parties, and, then if
necessary, to use a mutually agreed alternative dispute resolution technique prior to resorting to
litigation, with the exception of disputes involving either fraud or breaches of the requirements of
Article V. (CONFIDENTIALITY AND SECURITY), in which case either Party shall be free to seek
available remedies in any appropriate forum at any time.

7.3 Mutual Compliance With Applicable Laws and Regulations

The Parties hereby mutually agree that they will, in the performance of the terms of this
Agreement, comply in all respects with any and all applicable local, state and federal ordinances,
statutes, regulations, or orders of courts of competent jurisdiction.

7.4 Force Majeure

Each Party shall be excused from performance for any period of time during this Agreement to
the extent that it is prevented from performing any obligation of service, in whole or in part, as a
result of causes beyond the reasonable control and without the fault or negligence of such Party.
Such acts include without limitation, strikes, lockouts, riots, acts of war, epidemics, fire,
communication line failures, power failures, earthquakes, floods or natural disasters. Delays in
performance due to the occurrence of such events shall automatically extend such dates for a
period equal to the duration of such events. However, such automatic extension shall have no
effect on the exercise of either Party’s right of voluntary termination as set forth in Article I,
Section 2.2 (Term of Agreement).

7.5 Change of Ownership of Trading Partner

The Trading Partner shall notify DMH no less than ten days in advance of any transfer of
ownership interest in the Trading Partner’s business or any transfer of ownership in the business
of the Trading Partner's Agent. Furthermore, notwithstanding the providing of notice regarding
changes in the ownership of the Trading Partner as required by this section, no such changes in
ownership or other information provided by the Trading Partner will alter in any way the
obligations of the Parties under the terms of this Agreement without prior written agreement of
DMH.

7.6 Notices
Any notices pertaining to this Agreement shall be given in writing and shall be deemed duly
given when personally delivered to the Trading Partner or the Trading Partner’s authorized
representative.
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I_AC COUNTY OF LOS ANGELES - DEPARTMENT OF MENTAL HEALTH
DMI I CHIEF INFORMATION OFFICE BUREAU

LOS ANGELES COUNTY
EPARTMENT ¥

MENTAL HEALTH

ELECTRONIC TRADING PARTNER AGREEMENT

By execution hereof by duly authorized representatives of both Parties, the Parties hereby
acknowledge, agree to and shall be bound by all the terms, provisions and conditions of the
Trading Partner Agreement.

Agreed To:

Trading Partner Name (Legal Entity / Network Provider)
(Type or Print)

Authorized Personnel Authorized Signature
(Type or Print)

Title Date
(Type or Print)

Agreed To:
COUNTY OF LOS ANGELES

DEPARTMENT OF MENTAL HEALTH
695 S. VERMONT AVE., LOS ANGELES CA 90005

Please complete form, print, scan and attach to TPA request for processing.
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LA COUNTY OF LOS ANGELES - DEPARTMENT OF MENTAL HEALTH
DMH CHIEF INFORMATION OFFICE BUREAU
st Information Security Division

C T ar
MENTAL HEALTH

CONFIDENTIALITY OATH
Non-LAC-DMH Workforce Members

The intent of this Confidentiality Form is to ensure that all County Departments,
Contractors, LAC-DMH Non-Governmental Agencies (NGA), Fee-For-Service Hospital
(FFS1), Fee-For-Service Outpatient (FFS2) and Pharmacy users are aware of their
responsibilities and accountability to protect the confidentiality of clients’ sensitive
information viewed, maintained and/or accessed by any DMH on-line systems.

Further, the Department’s Medi-Cal and MEDS access policy has been established in
accordance with Federal and State laws governing confidentiality.

The California Welfare and Institutions (W&l) Code, Section 14100.2, cites the
information to be regarded confidential. This information includes applicant/beneficiary
names, addresses, services provided, social and economic conditions or
circumstances, agency evaluation of personal information, and medical data. (See also
22 California Code of Regulations (C.C.R.), Sections 50111 and 51009)

The Medi-Cal Eligibility Manual, Section 2-H, titled “Confidentiality of Medi-Cal Case
Records,” referring to Section 14100.2, a, b, f, and h, W&I Code, provides in part that:

‘(@) All types of information, whether written or oral, concerning a person,
made or kept by any public office or agency in connection with the
administration of any provision of this chapter *... shall be confidential,
and shall not be open to examination other than for purposes directly
connected with administration of the Medi-Cal program.”

“(b)  Except as provided in this section and to the extent permitted by Federal
Law or regulation, all information about applicants and recipients as
provided for in subdivision (a) to be safeguarded includes, but is not
limited to, names and addresses, medical services provided, social and
economic conditions or circumstances, agency evaluation or personal
information, and medical data, including diagnosis and past history of
disease or disability.”

“f)  The State Department of Health Services may make rules and regulations
governing the custody, use and preservation of all records, papers, files,
and communications pertaining to the administration of the laws relating to
the Medi-Cal program **....”

“(h)  Any person who knowingly releases or possesses confidential information
concerning persons who have applied for or who have been granted any
form of Medi-Cal benefits ***... for which State or Federal funds are made
available in violation of this section is guilty of a misdemeanor.”

¥, 7, ¥ The State of California’s Statute for Medicaid Confidentiality can be found at the following web
address: http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/Medicaidstatute.aspx

The signed copy of this agreement must be maintained by DMH Facilitators


http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/Medicaidstatute.aspx

Please read the agreement and take due time to consider it prior to signing.

| understand that County Departments, Contractors, LAC-DMH Non-Governmental Agencies (NGA), Fee-
For-Service Hospital (FFS1), Fee-For-Service Outpatient (FFS2) and Pharmacy users are prohibited from
sharing their unique Logon |.D. and password with co-worker or other agencies.

Further, | understand that data browsing is strictly prohibited and my access to information is restricted to
the minimum necessary required to carry out my job responsibilities.

Further, | understand that County Departments, Contractors, LAC-DMH Non-Governmental Agencies
(NGA), Fee-For-Service Hospital (FFS1), Fee-For-Service Outpatient (FFS2) and Pharmacy users are
prohibited from obtaining, releasing, or using confidential client information from case records or computer
records for purposes not specifically related to the administration of services and authorized by the
California Welfare and Institutions Code (Section 14100.2).

Further, | understand the violation of the confidentiality of records or of these policies which are made for
protection of the confidentiality of such records, may cause:

1. Acivil action under the provision of the Welfare and Institutions Code 5330 Sections:

a) Any person may bring an action against an individual who has willfully and knowingly
released confidential information or records concerning him or her in violation of this
chapter, or of Chapter 1 (commencing with Section 11860) of Part 3 of Division 10.5 of
the Health and Safety Code, for the greater of the following amounts:

1. Ten thousand Dollars ($10,000)
2. Three times the amount of actual damages, if any sustained by the plaintiff.

b) Any person may bring an action against an individual who has negligently released
confidential information or records concerning him or her in violation of this chapter, or of
Chapter 1 (commencing with Section 11860) of Part 3 of Division 10.5 of the Health and
Safety Code, for both of the following:

1. One thousand dollars ($1,000) In order to recover under this paragraph, it shall not be
a prerequisite that the plaintiff suffer or be threatened with actual damages.
2. The amount of actual damages, if any, sustained by the plaintiff

c) Any person may, in accordance with Chapter 3(commencing with Section 525) of Title 7
of Part 2 of the Code of Civil Procedure, bring an action to enjoin the release of
confidential information or records in violation of this chapter, and may in the same action
seek damages as provided in this section.

d) In addition to the amounts specified in subdivisions (a) and (b), the plaintiff shall recover
court costs and reasonable attorney's fees as determined by the court.

2. Disciplinary action including suspension or termination of employment.

Further, | understand that the County will not provide legal protection if violations of these policies or
procedures occur.

| hereby certify that | have read this form and | have knowledge of the requirements of State and
Federal confidentiality laws and will comply with all applicable provisions of same.

I, the undersigned, hereby agree not to divulge any information or records concerning any client
except in accordance with W&I Code, Section 5328 et seq. and the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). | acknowledge that the unauthorized release of confidential
information as described in this document may result in disciplinary action up to and including
termination of any office of employment. | further agree | have read as described in this document
that a person may make me subject to a civil action under the provisions of the W&I Code for the
unauthorized release of confidential information.

User’s Name:

Print Signature Date
Phone#: () Ext:
Pharmacy, FFS, NGA Legal Entity No. or
Provider #: Provider Name:
Address: / / /

City Zip Code Service Area



COUNTY OF LOS ANGELES
AGREEMENT FOR ACCEPTABLE USE
AND
CONFIDENTIALITY OF
COUNTY INFORMATION TECHNOLOGY RESOURCES

ANNUAL

As a County of Los Angeles (County) employee, contractor, subcontractor, volunteer, or other
authorized user of County information technology (IT) resources, | understand that | occupy a
position of trust. Furthermore, | shall use County IT resources in accordance with my
Department’s policies, standards, and procedures. | understand that County IT resources shall not
be used for:
e For any unlawful purpose;
e For any purpose detrimental to the County or its interests;
e For personal financial gain;
e In any way that undermines or interferes with access to or use of County IT resources for
official County purposes;
e In any way that hinders productivity, efficiency, customer service, or interferes with a
County IT user’s performance of his/her official job duties;

I shall maintain the confidentiality of County IT resources (e.g., business information, personal
information, and confidential information).

This Agreement is required by Board of Supervisors Policy No. 6.101 — Use of County
Information Technology Resources, which may be consulted directly at website
http://countypolicy.co.la.ca.us/6.101.htm.

As used in this Agreement, the term “County IT resources” includes, without limitation,
computers, systems, networks, software, and data, documentation and other information, owned,
leased, managed, operated, or maintained by, or in the custody of, the County or non-County
entities for County purposes. The definitions of the terms “County IT resources”, “County IT
user”, “County IT security incident”, “County Department”, and “computing devices” are fully
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy,
which may be consulted directly at website http://countypolicy.co.la.ca.us/6.100.htm. The terms
"personal information™ and "confidential information” shall have the same meanings as set forth
in Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of Records
Containing Personal and Confidential Information, which may be consulted directly at website
http://countypolicy.co.la.ca.us/3.040.htm.

As a County IT user, | agree to the following:

1. Computer crimes: | am aware of California Penal Code Section 502(c) — Comprehensive
Computer Data Access and Fraud Act (set forth, in part, below). | shall immediately
report to my management any suspected misuse or crimes relating to County IT resources
or otherwise.

2. No Expectation of Privacy: | do not expect any right to privacy concerning my activities
related to County IT resources, including, without limitation, in anything | create, store,
send, or receive using County IT resources. | understand that having no expectation to

HOA.1044333.1Board of Supervisors Policy No. 6.101 Attachment


http://countypolicy.co.la.ca.us/6.101.htm
http://countypolicy.co.la.ca.us/6.100.htm
http://countypolicy.co.la.ca.us/3.040.htm

any right to privacy includes, for example, that my access and use of County IT resources
may be monitored or investigated by authorized persons at any time, without notice or
consent.

3. Activities related to County IT resources: | understand that my activities related to
County IT resources (e.g., email, instant messaging, blogs, electronic files, County
Internet services, and County systems) may be logged/stored, may be a public record, and
are subject to audit and review, including, without limitation, periodic monitoring and/or
investigation, by authorized persons at any time. | shall not either intentionally, or
through negligence, damage, interfere with the operation of County IT resources. | shall
neither, prevent authorized access, nor enable unauthorized access to County IT resources
responsibly, professionally, ethically, and lawfully.

4. County IT security incident reporting: I shall notify the County Department’s Help Desk
and/or Departmental Information Security Officer (DISO) as soon as a County IT
security incident is suspected.

5. Security access controls: | shall not subvert or bypass any security measure or system
which has been implemented to control or restrict access to County IT resources and any
related restricted work areas and facilities. | shall not share my computer identification
codes and other authentication mechanisms (e.g., logon identification (ID), computer
access codes, account codes, passwords, SecurlD cards/tokens, biometric logons, and

smartcards).

6. Passwords: | shall not keep or maintain any unsecured record of my password(s) to
access County IT resources, whether on paper, in an electronic file, or otherwise. 1 shall
comply with all County and County Department policies relating to passwords. | shall
immediately report to my management any compromise or suspected compromise of my
password(s) and have the password(s) changed immediately.

7. Business purposes: | shall use County IT resources in accordance with my Department’s
policies, standards, and procedures.

8. Confidentiality: | shall not send, disseminate, or otherwise expose or disclose to any
person or organization, any personal and/or confidential information, unless specifically
authorized to do so by County management. This includes, without limitation
information that is subject to Health Insurance Portability and Accountability Act of
1996, Health Information Technology for Economic and Clinical Health Act of 2009, or
any other confidentiality or privacy legislation.

9. Computer virus and other malicious devices: | shall not intentionally introduce any
malicious device (e.g., computer virus, spyware, worm, key logger, or malicious code),
into any County IT resources. | shall not use County IT resources to intentionally
introduce any malicious device into any County IT resources or any non-County IT
systems or networks. | shall not disable, modify, or delete computer security software
(e.g., antivirus software, antispyware software, firewall software, and host intrusion
prevention software) on County IT resources. | shall notify the County Department’s
Help Desk and/or DISO as soon as any item of County IT resources is suspected of being
compromised by a malicious device.
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10. Offensive materials: | shall not access, create, or distribute (e.g., via email) any offensive
materials (e.g., text or images which are sexually explicit, racial, harmful, or insensitive)
on County IT resources (e.g., over County-owned, leased, managed, operated, or
maintained local or wide area networks; over the Internet; and over private networks),
unless authorized to do so as a part of my assigned job duties (e.g., law enforcement). |
shall report to my management any offensive materials observed or received by me on
County IT resources.

11. Internet: | understand that the Internet is public and uncensored and contains many sites
that may be considered offensive in both text and images. | shall use County Internet
services in accordance with my Department’s policies and procedures. | understand that
my use of the County Internet services may be logged/stored, may be a public record, and
are subject to audit and review, including, without limitation, periodic monitoring and/or
investigation, by authorized persons at any time. 1 shall comply with all County Internet
use policies, standards, and procedures. | understand that County Internet services may be
filtered, but in my use of them, | may be exposed to offensive materials. | agree to hold
County harmless from and against any and all liability and expense should I be
inadvertently exposed to such offensive materials.

12. Electronic Communications: | understand that County electronic communications (e.g.,
email, text messages, etc.) created, sent, and/or stored using County electronic
communications systems/applications/services are the property of the County. All such
electronic communications may be logged/stored, may be a public record, and are subject
to audit and review, including, without limitation, periodic monitoring and/or
investigation, by authorized persons at any time, without notice or consent. 1 shall
comply with all County electronic communications use policies and use proper business
etiquette  when  communicating over County electronic  communications
systems/applications/services.

13. Public forums: 1 shall only use County IT resources to create, exchange, publish,
distribute, or disclose in public forums (e.g., blog postings, bulletin boards, chat rooms,
Twitter, Facebook, MySpace, and other social networking services) any information (e.g.,
personal information, confidential information, political lobbying, religious promotion,
and opinions) in accordance with Department’s policies, standards, and procedures.

14. Internet storage sites: | shall not store County information (i.e., personal, confidential
(e.g., social security number, medical record), or otherwise sensitive (e.g., legislative
data)) on any Internet storage site in accordance with Department’s policies, standards,
and procedures.

15. Copyrighted and other proprietary materials: | shall not copy or otherwise use any
copyrighted or other proprietary County IT resources (e.g., licensed software and
documentation, and data), except as permitted by the applicable license agreement and
approved by designated County Department management. | shall not use County IT
resources to infringe on copyrighted material.

16. Compliance with County ordinances, rules, regulations, policies, procedures, guidelines,
directives, and agreements: | shall comply with all applicable County ordinances, rules,
regulations, policies, procedures, guidelines, directives, and agreements relating to
County IT resources. These include, without limitation, Board of Supervisors Policy No.
6.100 — Information Technology and Security Policy, Board of Supervisors Policy No.
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6.101 — Use of County Information Technology Resources, and Board of Supervisors
Policy No. 3.040 — General Records Retention and Protection of Records Containing
Personal and Confidential Information.

17. Disciplinary action and other actions and penalties for non-compliance: | understand that
my non-compliance with any provision of this Agreement may result in disciplinary
action and other actions (e.g., suspension, discharge, denial of access, and termination of
contracts) as well as both civil and criminal penalties and that County may seek all
possible legal redress.

CALIFORNIA PENAL CODE SECTION 502(c)
"COMPREHENSIVE COMPUTER DATA ACCESS AND FRAUD ACT™

Below is a section of the "Comprehensive Computer Data Access and Fraud Act" as it
pertains specifically to this Agreement. California Penal Code Section 502(c) is
incorporated in its entirety into this Agreement by reference, and all provisions of Penal
Code Section 502(c) shall apply. For a complete copy, consult the Penal Code directly at
website www.leginfo.ca.gov/.

502(c) Any person who commits any of the following acts is guilty of a public offense:

(1) Knowingly accesses and without permission alters, damages, deletes,
destroys, or otherwise uses any data, computer, computer system, or
computer network in order to either (A) devise or execute any scheme or
artifice to defraud, deceive, or extort, or (B) wrongfully control or obtain
money, property, or data.

(2) Knowingly accesses and without permission takes, copies, or makes use of
any data from a computer, computer system, or computer network, or takes
or copies any supporting documentation, whether existing or residing internal
or external to a computer, computer system, or computer network.

(3) Knowingly and without permission uses or causes to be used computer
services.

(4) Knowingly accesses and without permission adds, alters, damages, deletes,
or destroys any data, computer software, or computer programs which reside
or exist internal or external to a computer, computer system, or computer
network.

(5) Knowingly and without permission disrupts or causes the disruption of
computer services or denies or causes the denial of computer services to an
authorized user of a computer, computer system, or computer network.

(6) Knowingly and without permission provides or assists in providing a means
of accessing a computer, computer system, or computer network in violation
of this section.

(7) Knowingly and without permission accesses or causes to be accessed any
computer, computer system, or computer network.
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(8) Knowingly introduces any computer contaminant into any computer,
computer system, or computer network.

(9) Knowingly and without permission uses the Internet domain name of another
individual, corporation, or entity in connection with the sending of one or
more electronic mail messages, and thereby damages or causes damage to a
computer, computer system, or computer network.

I HAVE READ AND UNDERSTAND THE ABOVE AGREEMENT:

County IT User’s Name County IT User’s Signature
County IT User’s Employee/ID Number Date

Manager’s Name Manager’s Signature
Manager’s Title Date
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%LAC ELECTRONIC SIGNATURE

AGREEMENT
MENTAL HEALTH Non-LACDMH Workforce Members

This Agreement governs the rights, duties, and responsibilities of Department of Mental Health
in the use of an electronic signature in County of Los Angeles. In addition, |, the undersigned,
understand that my Electronic Signature will be the credential that | will be granted for
accessing LAC-DMH Systems and resources. This Agreement describes my obligations to
protect my electronic signature, and to notify appropriate authorities if it is stolen, lost,
compromised, unaccounted for, or destroyed.

| agree to the following terms and conditions:

| agree that my electronic signature will be valid upon the date of issuance until it is revoked or
terminated per the terms of this agreement. | agree that | will be required annually to renew my
electronic signature and | will be notified and given the opportunity to renew my electronic
signature each year and shall do so. The terms of this Agreement shall apply to each such
renewal unless superseded.

| will use my electronic signature to establish my identity and sign electronic documents and
forms. | am solely responsible for protecting my electronic signature. If | suspect or discover
that my electronic signature has been stolen, lost, used by an unauthorized party, or otherwise
compromised, then | will immediately notify DMH Helpdesk and request that my electronic
signature be revoked. | will then immediately cease all use of my electronic signature. | agree
to keep my electronic signature secret and secure by taking reasonable security measures to
prevent it from being lost, modified or otherwise compromised, and to prevent unauthorized
disclosure of, access to, or use of it or of any media on which information about it is stored.

| will immediately request that my electronic signature be revoked if | discover or suspect that it
has been or is in danger of being lost, disclosed, compromised or subjected to unauthorized
use in any way. | understand that | may also request revocation at any time for any other
reason.

If I have requested that my electronic signature be revoked, or | am notified that someone has
requested that my electronic signature be suspended or revoked, and | suspect or discover
that it has been or may be compromised or subjected to unauthorized use in any way, | will
immediately cease using my electronic signature. | will also immediately cease using my
electronic signature upon termination of employment or termination of this Agreement.

| further agree that, for the purposes of authorizing and authenticating electronic health
records, my electronic signature has the full force and effect of a signature affixed by hand to a
paper document.

User’s Name (print) User’s Signature Date

CEO / Manager Name (print) CEO / Manager Signature Date
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