CONTRACTOR’S OBLIGATION AS A BUSINESS ASSOCIATE
UNDER THE HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 1996

Under this Agreement, Contractor (also Business Associate) provides services to County (also
Covered Entity) and Business Associate receives, has access to or creates Protected Health Information in
order to provide those services. Covered Entity is subject to the Administrative Simplification
requirements of the Health Insurance Portability and Accountability Act of 1996, and regulations
promulgated thereunder, including the Standards for Privacy of Individually Identifiable Health
Information at 45 Code of Federal Regulations Parts 160 and 164 (“Privacy Regulations™);

The Privacy Regulations require Covered Entity to enter into a contract with Business Associate
in order to mandate certain protections for the privacy and security of Protected Health Information, and
those Regulations prohibit the disclosure to or use of Protected Health Information by Business Associate
if such a contract is not in place;

Therefore, the parties agree as follows:
DEFINITIONS

1.1 “Disclose” and “Disclosure” mean, with respect to Protected Health Information, the release,
transfer, provision of access to, or divulging in any other manner of Protected Health Information outside
Business Associate’s internal operations or to other than its employees.

1.2 “Individual” means the person who is the subject of Protected Health Information and shall
include a person who qualifies as a personal representative in accordance with 45 C.F.R. § 164.502(g).

1.3 “Protected Health Information™ has the same meaning as the term “protected health information”
in 45 C.F.R. § 164.501, limited to the information created or received by Business Associate from or on
behalf of Covered Entity. Protected Health Information includes information that (i) relates to the past,
present or future physical or mental health or condition of an Individual; the provision of health care to an
Individual, or the past, present or future payment for the provision of health care to an Individual; (ii)
identifies the Individual (or for which there is a reasonable basis for believing that the information can be
used to identify the Individual); and (iii) is received by Business Associate from or on behalf of Covered
Entity, or is created by Business Associate, or is made accessible to Business Associate by Covered
Entity.

1.4 “Required By Law” means a mandate contained in law that compels an entity to make a Use or
Disclosure of Protected Health Information and that is enforceable in a court of law. Required by law
includes, but is not limited to, court orders and court-ordered warrants; subpoenas or summons issued by
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a court, grand jury, a governmental or tribal inspector general, or any administrative body authorized to
require the production of information; a civil or an authorized investigative demand; Medicare conditions
of participation with respect to health care providers participating in the program; and statutes or
regulations that require the production of information, including statutes or regulations that require such
information if payment is sought under s government program providing benefits.

1.5 “Services” has the same meaning as in the body of this Agreement.
1.6 “Use” or “Uses” mean, with respect to Protected Health Information, the sharing, employment,
application, utilization, examination or analysis of such Information within Business Associate’s internal

operations.

1.7 Terms used, but not otherwise defined, in this Paragraph  shall have the same meaning as those
terms in the Privacy Regulations.

OBLIGATIONS OF BUSINESS ASSOCIATE

2.1 Permitted Uses and Disclosures of Protected Health Information. Business Associate:

(a) shall Use and Disclose Protected Health Information as necessary to perform the Services,
and as provided in Sections 2.3, 2.4, 2.5, 2.6, 2.7, 2.8, 4.3 and 5.2 of this Agreement;

(b) shall Disclose Protected Health Information to Covered Entity upon request;

() may, as necessary for the proper management and administration of its business or to carry
out its legal responsibilities:

(1) Use Protected Health Information; and

(i1) Disclose Protected Health Information if the Disclosure is Required by Law.
Business Associate shall not Use or Disclose Protected Health Information for any other purpose.
2.2 Adequate Safeguards for Protected Health Information. Business Associate warrants that it shall
implement and maintain appropriate safeguards to prevent the Use or Disclosure of Protected Health
Information in any manner other than as permitted by this Paragraph . Business Associate agrees to

limit the Use and Disclosure of Protected Health Information to the minimum necessary in accordance
with the Privacy Regulation’s minimum necessary standard.

2.3 Reporting Non-Permitted Use or Disclosure. Business Associate shall report to Covered Entity
each Use or Disclosure that is made by Business Associate, its employees, representatives, agents or
subcontractors but is not specifically permitted by this Agreement. The initial report shall be made by
telephone call to [the Departmental Privacy Officer], telephone number within forty-
eight (48) hours from the time the Business Associate becomes aware of the non-permitted Use or
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Disclosure, followed by a full written report no later than ten (10) business days from the date the
Business Associate becomes aware of the non-permitted Use or Disclosure to the Chief Information
Privacy Officer at:
Chief Information Privacy Officer
Kenneth Hahn Hall of Administration
500 West Temple ST.
Suite 493
Los Angeles, CA 90012

2.4  Mitigation of Harmful Effect. Business Associate agrees to mitigate, to the extent practicable, any
harmful effect that is known to Business Associate of a Use or Disclosure of Protected Health Information
by Business Associate in violation of the requirements of this Paragraph .

2.5. Availability of Internal Practices, Books and Records to Government Agencies. Business
Associate agrees to make its internal practices, books and records relating to the Use and Disclosure of
Protected Health Information available to the Secretary of the federal Department of Health and Human
Services for purposes of determining Covered Entity’s compliance with the Privacy Regulations.
Business Associate shall immediately notify Covered Entity of any requests made by the Secretary and
provide Covered Entity with copies of any documents produced in response to such request.

2.6 Access to Protected Health Information. Business Associate shall, to the extent Covered Entity
determines that any Protected Health Information constitutes a “designated record set” as defined by 45
C.F.R. § 164.501, make the Protected Health Information specified by Covered Entity available to the
Individual(s) identified by Covered Entity as being entitled to access and copy that Protected Health
Information. Business Associate shall provide such access for inspection of that Protected Health
Information within two (2) business days after receipt of request from Covered Entity. Business
Associate shall provide copies of that Protected Health Information within five (5) business days after
receipt of request from Covered Entity.

2.7 Amendment of Protected Health Information. Business Associate shall, to the extent Covered
Entity determines that any Protected Health Information constitutes a “designated record set” as defined
by 45 C.F.R. § 164.501, make any amendments to Protected Health Information that are requested by
Covered Entity. Business Associate shall make such amendment within ten (10) business days after
receipt of request from Covered Entity in order for Covered Entity to meet the requirements under 45
C.F.R. § 164.526.

2.8  Accounting of Disclosures. Upon Covered Entity’s request, Business Associate shall provide to
Covered Entity an accounting of each Disclosure of Protected Health Information made by Business
Associate or its employees, agents, representatives or subcontractors.

[Optional, to be used when all Uses and Disclosures permitted in order to perform the Services
will be for the Covered Entity’s payment or health care operations activities: However, Business
Associate is not required to provide an accounting of Disclosures that are necessary to perform the
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Services because such Disclosures are for either payment or health care operations purposes, or
both.]

Any accounting provided by Business Associate under this Section 2.8 shall include: (a) the date of the
Disclosure; (b) the name, and address if known, of the entity or person who received the Protected Health
Information; (c) a brief description of the Protected Health Information disclosed; and (d) a brief
statement of the purpose of the Disclosure. For each Disclosure that could require an accounting under
this Section 2.8, Business Associate shall document the information specified in (a) through (d), above,
and shall securely maintain the information for six (6) years from the date of the Disclosure. Business
Associate shall provide to Covered Entity, within ten (10) business days after receipt of request from
Covered Entity, information collected in accordance with this Section 2.8 to permit Covered Entity to
respond to a request by an Individual for an accounting of disclosures of Protected Health Information in
accordance with 45 C.F.R. § 164.528.

OBLIGATION OF COVERED ENTITY

3.1 Obligation of Covered Entity. Covered Entity shall notify Business Associate of any current or
future restrictions or limitations on the use of Protected Health Information that would affect Business
Associate’s performance of the Services, and Business Associate shall thereafter restrict or limit its own
uses and disclosures accordingly.

TERM AND TERMINATION

4.1 Term. The term of this Paragraph  shall be the same as the term of this Agreement. Business
Associate’s obligations under Sections 2.1 (as modified by Section 4.2), 2.3, 2.4, 2.5, 2.6, 2.7, 2.8, 4.3 and
5.2 shall survive the termination or expiration of this Agreement.

4.2 Termination for Cause. In addition to and notwithstanding the termination provisions set forth in
this Agreement, upon Covered Entity’s knowledge of a material breach by Business Associate, Covered
Entity shall either:

(a) Provide an opportunity for Business Associate to cure the breach or end the violation and
terminate this Agreement if Business Associate does not cure the breach or end the violation
within the time specified by Covered Entity;

(b) Immediately terminate this Agreement if Business Associate has breached a material term of
this Agreement and cure is not possible; or

(c) If neither termination nor cure are feasible, Covered Entity shall report the violation to the
Secretary of the federal Department of Health and Human Services.

4.3 Disposition of Protected Health Information Upon Termination or Expiration.




(a) Except as provided in paragraph (b) of this section, upon termination for any reason or
expiration of this Agreement, Business Associate shall return or destroy all Protected Health
Information received from Covered Entity, or created or received by Business Associate on behalf
of Covered Entity. This provision shall apply to Protected Health Information that is in the
possession of subcontractors or agents of Business Associate. Business Associate shall retain no
copies of the Protected Health Information.

(b) In the event that Business Associate determines that returning or destroying the Protected
Health Information is infeasible, Business Associate shall provide to Covered Entity notification
of the conditions that make infeasible. If return or destruction is infeasible, Business Associate
shall extend the protections of this Agreement to such Protected Health Information and limit
further Uses and Disclosures of such Protected Health Information to those purposes that make the
return or destruction infeasible, for so long as Business Associate maintains such Protected Health
Information.

MISCELLANEOUS

5.1 No Third Party Beneficiaries. Nothing in this Paragraph  shall confer upon any person other
than the parties and their respective successors or assigns, any rights, remedies, obligations, or liabilities
whatsoever.

5.2  Use of Subcontractors and Agents. Business Associate shall require each of its agents and
subcontractors that receive Protected Health Information from Business Associate, or create Protected
Health Information for Business Associate, on behalf of Covered Entity, to execute a written agreement
obligating the agent or subcontractor to comply with all the terms of this Paragraph .

5.3  Relationship to Services Agreement Provisions. In the event that a provision of this Paragraph
___1s contrary to another provision of this Agreement, the provision of this Paragraph __ shall control.
Otherwise, this Paragraph  shall be construed under, and in accordance with, the terms of this
Agreement.

54  Regulatory References. A reference in this Paragraph  to a section in the Privacy Regulations
means the section as in effect or as amended.

5.5  Interpretation. Any ambiguity in this Paragraph  shall be resolved in favor of a meaning that
permits Covered Entity to comply with the Privacy Regulations.

5.6  Amendment. The parties agree to take such action as is necessary to amend this Paragraph
from time to time as is necessary for Covered Entity to comply with the requirements of the Privacy
Regulations.





